
 

 
 

MEMORANDUM 

TO: LeapYear Technologies Inc. 

FROM: W. Hardy Callcott 
James Brigagliano 
Charles A. Sommers 

RE: LeapYear’s Privacy-Enhancing Technology and the Federal Securities Laws  

DATE: May 26, 2022 

 

I. Introduction 

LeapYear Technologies Inc. (“LeapYear”) has asked Sidley Austin LLP to consider how 
LeapYear’s privacy-enhancing technology could be used to strengthen information and data 
privacy and enhance users’ ability to comply with the federal securities laws.  Today, market 
participants—including broker-dealers, investment advisers, banks, hedge funds, investment 
companies, principal trading firms and others—share, provide, or use various sources of 
financial, trading, and other data to inform trading and investment decisions.  As ever increasing 
demand for varying sources of data to gain a competitive edge continues, so too has regulatory 
scrutiny related to the use and potential misuse of such data.  The U.S. Securities and Exchange 
Commission (“SEC”) has increasingly focused on privacy considerations and the use of 
“alternative data” to make trading decisions, including a recent, first-of-its-kind action from 
September 2021 against a non-SEC registered entity selling alternative data products to market 
participants.1  

However, current data sharing practices frequently do not sufficiently protect that data 
from potential misuse, resulting in “information leakage” or the loss of data privacy.  Depending 
on the data in question, personally identifiable information (“PII”) and/or material non-public 
information (“MNPI”) may be leaked.  This information leakage in turn creates regulatory, 
enforcement, and reputational risks for market participants sharing or using data.  

LeapYear’s privacy-enhancing technology offers a solution to these privacy concerns and 
attendant risks by facilitating data sharing in a manner that reduces or eliminates potential 
information leakage.  As detailed further below, LeapYear’s privacy-enhancing technology 
allows for the release of statistics and models that are true to the underlying signal of the data, 
free of the data gaps typical of heuristic based approaches, and provides mathematical evidence 
of privacy for all the participant entities.  The use of LeapYear’s privacy-enhancing technology 
can enhance users’ ability to comply with regulatory requirements, contractual commitments to 
clients, and the privacy of data more generally, including in particular for:  

 
1 See infra Part III; see also infra notes 25-27 and accompanying text (describing In the Matter of App Annie, Inc. et 
al.). 
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(i) Producers – Market participants concerned with the use of their trading and other 
financial data by their services providers, such as banks or broker-dealers;  

(ii) Distributors – Broker-dealers, third party research firms and other market 
participants that source and create research products from data sources. 

(iii) Users – Market participants that may be using varying data sources to inform 
their business or trading activity, including within a firm (e.g., sharing with an 
affiliate) or data from a third party source. 

Moreover, by ensuring the privacy of the underlying data in a given data set, LeapYear’s 
privacy-enhancing technology can allow for the more efficient and effective use of data.  
Traditional methods of privacy protection, such as aggregation and anonymization, create 
significant risk information leakage or reverse engineering if privacy is not sufficiently protected 
(e.g., re-identification within the data set) or may limit the utility of the data when privacy is 
overly protected (e.g., where data is provided in only its most aggregated forms such that the 
data becomes of little practical value).  

Our goal with this memorandum is to show how LeapYear’s privacy-enhancing 
technology enables market participants to share data in a manner that can enhance users’ ability 
to comply with regulatory requirements under the federal securities laws.2  Following this 
introduction, Part II provides an overview of some of the primary ways in which market 
participants share and use data today in financial markets and the techniques used to preserve 
privacy.  Part III details the relevant federal securities laws and regulations that govern the 
sharing and use of data, and Part IV describes how LeapYear’s privacy-enhancing technology 
works.  Finally, specific use cases and the application of LeapYear’s privacy-enhancing 
technology in each use case is set forth in the Appendix.   

  

 
2 Sidley Austin LLP is not opining on each individual use of LeapYear’s privacy-enhancing technology and cannot 
do so without knowing the particular facts and circumstances, nature and use of data, and legal or regulatory 
requirements to which a user may be subject.  However, as detailed in this memorandum, we believe that the use of 
LeapYear’s privacy-enhancing technology can significantly improve data and information sharing practices in a 
manner that is more likely to align with the expectations of federal securities regulators.  This memorandum is not 
an opinion of Sidley Austin LLP.  This memorandum does not address state securities or privacy laws, any laws of 
jurisdictions outside the United States, or any legal issues (including but not limited to tax or ERISA) not 
specifically addressed in the memorandum.  The memorandum speaks as of its data and Sidley Austin LLP does not 
undertake any obligation to update this memorandum absent a specific request to do so.  Users of LeapYear’s 
privacy-enhancing technology may not rely on this memorandum in reaching any conclusion as to their compliance 
with any applicable law in their own particular circumstances.   
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II. Background on Market Participants Uses of Data Today  

There are myriad uses of data to inform trading and investment decisions today, ranging 
from cell-phone geolocation and consumer credit card data to order and transaction information 
of investors.3  However, this data sharing—even when traditional measures to protect privacy are 
employed—is suboptimal because these methods can create a significant risk of reverse-
engineering of trading strategies and have resulted in information leakage in certain cases.  
Below is an overview of some of the ways in which data is used in securities trading, followed 
by a discussion of why such data sharing frequently still leaves lingering privacy concerns.   

A. Data Sharing Relating to Securities Trading Today 

A few of the common use cases for data sharing in financial markets include sharing of: 
(1) sales and trading data; (2) securities financing; and (3) research products, whether using 
internal or an affiliate’s data or using a third party’s data.   

Sales and Trading Data  

In the first case, a broker-dealer might share certain sales and trading data with one or 
more of its business units and/or affiliates for purposes of managing the firm’s overall trading 
activity.  For example, a broker-dealer operating a wholesale market making business might 
share post-trade data regarding client order and execution in an aggregated and anonymized4 
format at the end of the trading day.  The broker-dealer’s principal trading desk may in turn use 
that data to inform its own trading activity for the benefit of the firm.   

However, this information sharing risks information leakage if the principal trading desk 
is nevertheless able to identify particular clients of the broker-dealer and discern trading 
strategies (even where the identity of the particular client remains unknown), thereby giving an 
advantage to the principal trading desk over clients of the broker-dealer.  This could potentially 
arise where a principal trader seeing client trading data over time recognizes patterns of trading 
behavior or where the same personnel works on both client facing operations as well as on the 
broker-dealer’s proprietary trading strategies. 

Securities Financing  

In the second case regarding securities financing, a prime broker might, for example, 
provide clients with axes or lists detailing the securities available for lending by the broker-
dealer.5  The securities that a prime broker has available for lending are, in part, a product of the 

 
3 See e.g., Ryan Dezember, Your Smartphone’s Location Data Is Worth Big Money to Wall Street, WALL STREET 
JOURNAL (Nov. 2, 2018), https://www.wsj.com/amp/articles/your-smartphones-location-data-is-worth-big-money-
to-wall-street-1541131260; Cary Springfield, How Geolocation Data is Boosting Investment Returns, 
INTERNATIONAL BANKER (June 29, 2021), https://internationalbanker.com/brokerage/how-geolocation-data-is-
boosting-investment-returns/.  
4 The term “anonymized” in this context generally refers to taking data attributable to a particular subject and 
rendering it anonymous in a manner that makes the data subject no longer identifiable within the resulting data set.  
This may include the use of pseudonyms to replace the identity of a particular subject.  Under the EU’s General Data 
Protection Regulation (GDPR) framework, the EU draws specific distinctions between “anonymised” information 
versus “pseudonymised” information.  See generally EU GDPR, Recital 26 and Article 4(3b).  To date, the SEC has 
not yet drawn distinctions between these terms.  
5 The SEC has noted that “axes” or “stream axes” can take many forms but in many cases represents “an indication 
of interest to sell or buy a bond (but can include firm quotes), and can either serve as a starting point for negotiation 



 
 
 

 -4- 

positions of the prime broker’s clients held through the prime broker.  As clients establish 
positions, the prime broker typically has the ability to lend or hypothecate those securities to 
other clients.  As a result, the dissemination of a prime broker’s list indicating securities 
available for lending can lead to potential information leakage with respect to the trading activity 
of the prime broker and its other clients.  When these lists are observed over time, quantitative 
analysis can deduce signals in the data that can inform the direction of the trades of other clients 
and/or the prime broker.  This may, in part, help explain why there appears to be co-movement 
among clients of the same prime broker.6 

Research 

The third case common use case involves the  use of “alternative data” to inform trading 
and investment decisions.  Alternative data is a broad category of information that investors can 
rely on to inform their investment decisions which may include customer sales and trading 
information as well as deal/transaction-sourced information (e.g., from affiliated investment 
banking activities), PII and MNPI that exists within other parts of an organization, or other data 
sourced from third parties related to consumer behavior.   

Alternative data can come from a variety of different sources, including banks and 
financial services firms to unregistered entities not subject to oversight by financial regulators.7 
Institutions with commercial and/or retail banking operations typically have access to wealth of 
data related to consumer spending and credit card activity, which can be used to provide an 
information advantage in forecasting the performance of certain companies.8  This information 
may be curated into research products that are then sold to investment firms.9  Other research 
providers, such as Nasdaq, may collect data from a variety of third parties (rather than from 

 
between participants or be executed immediately.  See Exchange Act Release No. 94062, 87 FR 15496, 15500-01 
(March 18, 2022).  In this case, we refer to “axes” indicating securities available for lending (rather than potential 
trading interest as the SEC described in the context of discussing trading interest). 
6 See e.g., Ji-Woon Chung, Byoung Ak Kang, Prime Broker-Level Comovement in Hedge Fund Returns: 
Information or Cantagion, The Review of Financial Studies, Volume 29, Issue 12, at 3321–3353 (December 2016) 
(hypothesizing that co-movement among clients of the same the prime broker is a result of having access to the same 
information) and Nataliya Gerasimova and Eric Jondeau, Strategic Interaction between Hedge Funds and Prime 
Brokers, Swiss Finance Institute Research Paper No. 18-54 (January 15, 2016) (showing that the average 
correlations among funds that share the same prime brokers are approximately 35% higher than their average 
correlations with other hedge funds). 
7 See e.g., Robin Wigglesworth, Investors Mine Big Data for Cutting-Edge Strategies, FIN. TIMES (Mar. 30, 2016) 
https://www.ft.com/content/f62ee814-f510-11e5-803c-d27c7117d132 (describing how a variety of boutique 
companies provide a variety of alternative data products ranging from invoices from a large transport and logistics 
company to construct a gauge of local trade ahead of the release of monthly official trade data; using satellite images 
to determine manufacturing activity in jurisdictions where official data has been subject to criticism; and tracking 
downloads and reviews of a retailer ’s mobile app to determine consumer engagement). 
8 See e.g., Quantinomics, Credit Card Data, Goldman Sachs Asset Management, 
https://www.gsam.com/content/gsam/global/en/market-insights/gsam-insights/quantinomics/credit-card-data.html 
(describing the potential benefits of using credit card data to inform trading).  
9 See e.g., Diego Bodas et al., Measuring Retail Trade Using Card Transactional Data, BBVA Research,  Working 
Paper 18-03, https://www.bbvaresearch.com/wp-content/uploads/2018/03/Bodas-et-al.-2018_BBVA.pdf (analyzing 
the use of credit and debit card transactions at Spanish point-of-sale terminals).  
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internal or affiliated sources) to create research products that are sold to other market 
participants.10 

However, a key drawback of many such alternative data research products is that the 
efforts to protect against disclosure of MNPI, PII, or other sensitive information may limit the 
utility of such research products and/or the ability to run advanced analytics on the data. In the 
case of App Annie (discussed in detail in a later section), trading firms found App Annie’s 
alternative data too vague to be useful, and App Annie decided to increase the accuracy of their 
data products at the expense of the privacy of the data subjects. It has also been reported that 
banks have been approached by parties seeking to purchase a stream of aggregated research data 
(such as what notes were the most read or longest read).11  Investment managers have expressed 
concern that such data, if sold, could allow other market participants to trade ahead of them, and 
have asked firms to limit tracking of their reading history.12 

B. Privacy Protection Techniques Commonly Used Today Are Inefficient in Preserving 
Privacy and Maximizing Value in the Data  

Typical methods for protecting privacy in shared data consist of aggregation (e.g., 
sharing client trading data with an affiliate as an aggregate number of orders, shares, and number 
of all clients rather than each individual client’s trades) and anonymization (e.g., to remove PII 
such as names and account numbers from consumer credit card data or the client name 
associated with trading data).  Other techniques have also been developed, broadly known as 
“statistical disclosure limitation” that encompass a variety of methods to delay, suppress, 
aggregate, perturb and generalize attributes of particular data.13  These methods, however, are 
suboptimal because they can still result in information leakage and can also limit the utility of the 
data.  While greater anonymization, aggregation, and delay of the release of data affords better 
privacy protection, the usefulness of that data is correspondingly reduced.  Conversely, the less 
the data is anonymized, aggregated, and delayed the more likely that data may be susceptible to 
potential information leakage. 

Regarding potential information leakage, the risk with anonymizing data is that it can 
often be re-identified, such as when data is matched with other available information to discover 
its source.14  Since the 1990s, privacy and security researchers have repeatedly demonstrated that 
anonymized data can often be successfully re-identified via record linkage – e.g., where two sets 
of data each provide partial answers to the question “who does this data describe?”15  Where data 
from other sources might be available, any privacy consideration “must take auxiliary 

 
10 See e.g., Nasdaq Data Link, https://data.nasdaq.com/ (advertising a “premier source for financial, economic and 
alternative datasets).   
11 Telis Demos, Big Investors Don’t Want Wall Street Analysts Snooping on Them: Investors Are Concerned that 
Sharing Readership Habits with Banks’ Other Clients Could Give Rivals an Edge, WALL ST. J. (June 14, 2018). 
12 Id.  
13 Alexandra Wood et. al, Differential Privacy: A Primer for a Non-Technical Audience, Vol. 21:1:2090, VAND. J. 
ENT. & TECH. L. (Fall 2018) (“Differential Privacy Primer”) 
https://scholarship.law.vanderbilt.edu/cgi/viewcontent.cgi?article=1058&context=jetlaw.  
14 Paul Ohm, Broken Promises of Privacy: Responding to the Surprising Failure of Anonymization, 57 UCLA LAW 
REVIEW 1701 (2010), https://www.uclalawreview.org/pdf/57-6-3.pdf.  
15 Id.  
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information into account in order to provide a reasonable level of privacy protection in light of 
any auxiliary information that an attacker may hold.”16   

To the extent that data can be re-identified, the original data set may now include PII, 
MNPI, or other sensitive information that could potentially allow for the reverse engineering of 
trading strategies.  This can run afoul of regulatory requirements (discussed in Part III below) as 
well as commercial arrangements to the extent the data contributor objects to the sharing of its 
data in an identifiable manner.   

 These precise concerns have been articulated by market participants in a variety of 
contexts involving data sharing.  For example, in connection with the SEC’s 2018 initiative to 
establish a transaction fee pilot program to assess fees and rebates on equity market structure, the 
SEC proposed to require that exchanges collect and make publicly available anonymized and 
aggregated broker-dealer order routing data each month.17  The proposal would have used a 
static Broker-Dealer Anonymization Key that would provide an anonymized code for every 
broker-dealer.18  Commenters to the Proposal raised concerns about the inadequacy of such 
measures from a privacy perspective, noting for example that a market participant could direct a 
large order in a specific symbol to a particular broker-dealer and then find that trade in the 
monthly data.19  Furthermore, a comment from Citadel Securities noted that SEC Rule 605 and 
Rule 606 data could also potentially be used as additional information sources to re-identify 
brokers in the routing data sets.  Once re-identified, any market participant, including competitor 
firms, could use the data to “discern information regarding the broker-dealer’s (a) market share 
and activity in a given security, (b) overall routing practices, and (c) relative aggressiveness or 
passiveness in specific securities” and could even potentially use it to identify the trades of a 
broker-dealer’s underlying clients.20 

 This example of a data sharing initiative proposed by the SEC itself illustrates the limits 
of anonymization and aggregation in the context of compliant data sharing,  and underscores the 
need for a better solution to both enhance privacy and the utility of shared data.21 

  

 
16 Differential Privacy Primer, supra n.13, at 221. 
17 Exchange Act Release No. 82873, 83 FR 13008, 13031-32 (March 26, 2018).   
18 Id. 
19 Exchange Act Release No. 84875, 84 FR 5202, 5234-35 (February 20, 2019). 
20 Id. citing Letter from Stephen John Berger, Managing Director, Government & Regulatory Policy, Citadel 
Securities, to Brent J. Fields, Secretary, Commission re: Transaction Fee Pilot for NMS Stocks (May 25, 2018), 
https://www.sec.gov/comments/s7-05-18/s70518-3712479-162477.pdf  
21 As an additional example, in 2014, FINRA proposed the Comprehensive Automated Risk Data System 
(“CARDS”), which would have by collected a wide variety of information in a standardized format across all firms 
subject to the rules, including certain PII.  See FINRA Regulatory Notice 14-37 (September 2014), 
https://www.finra.org/sites/default/files/notice_other_file_ref/p600964.pdf.  Commenters raised a number of privacy 
related concerns regarding FINRA’s proposal, including the potential for reverse-engineering of trading strategies 
through re-identification of firms and clients in the data.  See e.g., Letter from Ira D. Hammerman Executive Vice 
President and General Counsel, SIFMA regarding FINRA Regulatory Notice 14-37, at 15 and Appendix B, 
https://www.sifma.org/wp-content/uploads/2017/05/sifma-submits-comment-letter-to-finra-regarding-finra-s-cards-
rule-proposal.pdf  
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III. Securities Regulations Related to Data Usage and Sharing 

As data is increasingly used to drive investment and trading decisions, so too has 
regulatory scrutiny of data sharing and usage practices.  Many market participants, however, may 
not fully appreciate the range of regulatory concerns that may arise in the use of certain data.  
Former SEC Commissioner Kara Stein observed in 2018 that alternative data market participants 
have prioritized returns over regulatory risks, noting: “[t]his race to collect and control data is 
intensifying.  Many firms and individuals are rushing onto the course but few are thinking about 
what the rules of the race should be. Most are focused on the potential benefits and not on the 
potential costs or unintended consequences.”22   

Financial regulators have been taking notice.  In both 2020 and 2021 the SEC stated that 
data usage practices—and the use of alternative data in particular—are among its examination 
priorities.23  In the 2021 examination priorities letter, the SEC noted that “[r]eviews will include 
examining whether firms are implementing appropriate controls and compliance around the 
creation, receipt, and use of such information.”24  The SEC’s focus is whether the alternative data 
that trading firms are receiving includes MNPI (given that some alternative data is derived from 
non-public sources), privacy concerns and PII (as some of the data includes consumers personal 
data), and the integrity of the market where trading firms are able to acquire data sources that are 
unavailable to retail investors. 
 The SEC recently extended its regulatory reach beyond firms using data to the providers 
of alternative data as well.  In September 2021, in a first-of-its kind action, the SEC settled 
charges against a leading alternative data provider for the mobile app industry, App Annie Inc. 
(“App Annie”), and its former CEO, alleging securities fraud under the Securities Exchange Act 
for engaging in deceptive practices and material misrepresentations to its clients.25  Specifically, 
the SEC alleged that App Annie misrepresented to trading firms that data from App Annie’s 
providers would be aggregated and anonymized before being sold.26  This case was novel 
because App Annie was not itself using or trading based on the data, but instead only provided 
alternative data products to its clients.  App Annie agreed to a penalty of $10 million and App 
Annie’s CEO received a separate $300,000 penalty as well as a three-year bar from serving as an 
officer or director of publicly traded companies.27  

 
22 Kara M. Stein, Comm'r, SEC, From the Data Rush to the Data Wars: A Data Revolution in Financial Markets, 
Georgia-State University College of Law – Henry J. Miller Distinguished Lecture Series (Sept. 27, 2018), 
https://www.sec.gov/news/speech/speech-stein-092718.  
23 SEC Office of Compliance Inspections and Examinations Announces 2020 Examination Priorities (Jan 7, 2020), 
https://www.sec.gov/about/offices/ocie/national-examination-program-priorities-2020.pdf (“OCIE recognizes that 
advancements in financial technologies, methods of capital formation and market structures, as well as registered 
firms' use of new sources of data (often referred to as 'alternative data'), warrant ongoing attention and review.”). 
24 SEC, Division of Examinations Announces 2021 Examination Priorities (March 3, 2021) at 2, 
https://www.sec.gov/files/2021-exam-priorities.pdf. 
25 In the Matter of App Annie Inc. and Bertrand Schmitt, Administrative Proceeding File No. 3-20549, Litigation 
Release No. 93975 (2021) (“App Annie”). 
26 Id. 
27 Id.  
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 Against this backdrop of increased scrutiny in data use and sharing, the discussion below 
outlines some of the key regulations implicated in connection with data usage and sharing under 
the federal securities laws.  Among the key takeaways from the regulatory requirements and 
cases noted below, particularly in the case of using alternative data, are that: (a) data product 
distributors should carefully scrutinize the data sources to ensure that the data do not contain 
MNPI;28 (b) consumers of alternative data should not rely solely on representations from a data 
source that alternative data is free from MNPI.29  Thus, legal arrangements designed to prevent 
sharing, sourcing, or misusing MNPI are frequently insufficient to prevent regulatory violations.  
In this respect, technological safeguards pertaining to the handling of MNPI and other sensitive 
information are an increasingly critical component of ensuring effective regulatory compliance.  

A. Insider Trading and Section 10(b) of the Exchange Act 

For those using data to drive investment decisions, the most important regulatory concern 
is insider trading— i.e., trading based on MNPI.  Section 10(b) of the Exchange Act and Rule 
10b-5 promulgated thereunder prohibit the misuse of material nonpublic information in 
connection with the purchase or sale of securities.  Courts have interpreted Section 10(b) and 
Rule 10b-5 to prohibit the purchase or sale of securities on the basis of MNPI where there has 
been a breach of a duty to disclose such information or abstain from trading.30   

Background 
Federal courts have developed two alternative theories of liability with respect to insider 

trading liability under Rule 10b-5: (1) the classical theory, and (2) the misappropriation theory.  
These are considered “theories” of insider trading liability because Rule 10b-5 does not 
expressly prohibit insider trading—rather it generally prohibits fraud in connection with the 
purchase or sale of a security.31  

Under the classical theory, Rule 10b-5 is violated when an officer, director, or employee 
(i.e., an “insider”) uses MNPI to trade in the securities of his own company.  The classical theory 
is rooted in the notion that insiders having access to MNPI by virtue of their connection to a 
company occupy a position of trust and confidence with respect to company and shareholders. 
Consequently, to avoid taking unfair advantage of this information, insiders must either disclose 
all material, confidential information or abstain from trading.   

The misappropriation theory applies to trading by persons outside of the issuing 
company.  Under the misappropriation theory, a person violates Rule 10b-5 if they (a) 

 
28 See infra n.38-39 and accompanying text. 
29 See also infra n.52– 57 and accompanying text describing the In re Deerfield Management Company, L.P.  
30 United States v. O’Hagan, 521 U.S. 642, 661 (1997).   
31 Rule 10b-5 provides that “It shall be unlawful for any person, directly or indirectly, by the use of any means or 
instrumentality of interstate commerce, or of the mails or of any facility of any national securities exchange,  

(a) To employ any device, scheme, or artifice to defraud,  

(b) To make any untrue statement of a material fact or to omit to state a material fact necessary in order to 
make the statements made, in the light of the circumstances under which they were made, not misleading, 
or (c) To engage in any act, practice, or course of business which operates or would operate as a fraud or 
deceit upon any person, 

in connection with the purchase or sale of any security.” 17 CFR 240.10b-5.  
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misappropriates MNPI (b) in breach of a duty owed to the source of the information and (c) uses 
that information to trade in securities (d) even if they owe no fiduciary duty to the company that 
issued the securities or the company’s shareholders.32   

Under both the classical theory and misappropriation theory, liability can extend to 
persons who tip MNPI to others who trade, and to tippees who trade on such MNPI in certain 
circumstances.  In other words, a company insider (classical theory) or an outsider 
(misappropriation theory) are forbidden from doing indirectly what they are forbidden from 
doing directly.  To establish liability, the SEC does not need to show that the tippee traded for 
the tipper and shared profits in the trade—rather, the SEC needs to show only that the tipper 
received a direct or indirect “benefit” from the disclosure.33  The tippee must abstain from 
trading only when the tipper has breached a fiduciary duty by disclosing the information to the 
tippee, and the tippee knows or should know that there has been a breach.34   

In addition to the body of caselaw that has developed, there have been two additional 
rules adopted to provide greater specificity as to the scope and application of Rule 10b-5.  First, 
Rule 10b5-1, promulgated in 2000, provides affirmative defenses to violations of Rule 10b-5, 
including a provision that a broker-dealer or other entity may “demonstrate that a purchase or 
sale of securities is not ‘on the basis of ’ material nonpublic information” if the person making 
the investment decision was not aware of the information, and the broker-dealer or other entity 
had implemented reasonable policies and procedures to ensure that investment decisions would 
not be based on such information.35  In the SEC release adopting Rule 10b5-1, the SEC noted 
that a broker-dealer could reduce the risk of trading desk awareness of material nonpublic 
information by “segregat[ing] its personnel and otherwise us[ing] information barriers so that the 
trader for the firm’s proprietary account is not made aware of the material nonpublic 
information.”36 

Second, Rule 10b5-2, adopted contemporaneously with Rule 10b5-1, provides clarity as 
the scope of the application of the “misappropriation theory” of insider trading liability.  
Specifically, Rule 10b5-2 “provides a non-exclusive definition of circumstances in which a 
person has a duty of trust or confidence for purposes of the ‘misappropriation’ theory of insider 
trading.” 37  If, for example, a person agrees to maintain information in confidence, they are 
presumed to owe a duty of trust and confidence to the source of that information and disclosure 
can lead to liability under the misappropriation theory.  

 
32 See United States v. O’Hagan, 521 U.S. 642, 652 (1997). 
33 See SEC v. Yun, 327 F.3rd 1263 (11th Cir. 2003).  
34 See SEC v. Cuban, 620 F.3d 551 (5th Cir. 2010) (citing Dirks v. SEC, 463 U.S. 646, 663 (1983).  
35 17 CFR § 240.10b5-1(c)(2). 
36 Selective Disclosure and Insider Trading, Exchange Act Release No. 43154, 65 FR 51717, n.125 (Aug. 15, 2000) 
(“Insider Trading Adopting Release”). 
37 17 CFR 240.10b5-2.  These include whenever (i) a person agrees to maintain information in confidence; (ii) a 
person communicating MNPI to another person have a history, pattern or practice of sharing confidences generally 
giving rise to an expectation of confidentiality; (ii) a person receives MNPI from certain relatives (e.g., spouse), 
subject to a rebuttal of any expectation of confidentiality.  Id.   
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Rule 10b-5 Liability and Alternative Data  
In the case of App Annie, the SEC found that App Annie misled its corporate customers 

in violation of Section 10(b) of the Exchange Act and Rule 10b-5 thereunder by representing that 
their data would only be shared by App Annie in aggregated and anonymized form.  Notably, 
App Annie did aggregate and anonymize corporate customer data prior to selling the information 
product (“estimates”) to trading firms, in accordance with App Annie’s documented policies.38  
However, when faced with pressure to increase revenues from their product, App Annie 
subsequently took steps to increase the accuracy of the estimates, and make them more valuable 
to trading firms.  These measures violated App Annie’s own Terms of Services, which state that 
the data of corporate customers would only be used to make category-level estimates, and that 
the “estimates would be generated by App Annie’s statistical model ‘from aggregated pools of 
information’ in order to make their data ‘non-identifiable.’”39  According to the SEC, App Annie 
took these measures while know that it was material to App Annie’s trading firm clients that the 
data products did not constitute MNPI and that App Annie was using data in a manner consistent 
with the data source’s consent.40   

The SEC has previously brought charges against individuals for insider trading based on 
alternative data in other contexts.  For example, in January 2016, a jury found a former Capital 
One employee, Nan Huang, guilty of insider trading where he used MNPI he improperly 
obtained from Capital One’s database where the credit card activity of millions of customers was 
stored.41  Using this database, Huang conducted thousands of searches which revealed 
aggregated sales data for certain retail companies.  He then used this material non-public 
aggregated sales data to trade in securities in advance of the public release of quarterly sales 
announcements, gaining millions of dollars in profits.   

Although the Huang case involved fraudulent activity of an employee rather than data 
sales, the case illustrates how firms’ data may constitute MNPI.  Indeed, the fact that market 
participants are willing to (1) pay handsomely for these data (or dedicate internal resources to 
sourcing data in-house), and (2) use data to inform trading and investments strategies, suggests 
that the data may contain some measure of MNPI.42  If the data were in fact not material and 
widely available to the public, the data likely would not command the premium that some market 
participants are willing to pay for it (unless perhaps the data is perhaps public but exceedingly 
difficult to obtain).        

B. Information Barriers and Section 15(g) of the Securities Exchange Act of 1934 and 
Section 204A of Investment Advisers Act of 1940  

 
38 App Annie, supra n.25, at 2. 
39 Id. at 3-4. 
40 Id. at 5. 
41 SEC v. Bonan Huang, et al., No. 16-2390 (3d Cir. Apr. 10, 2017). 
42 Notably, the question of whether any dataset contains information that is both material and nonpublic is 
independent of the question of whether a dataset has been obtained in breach of a duty. 
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Section 15(g) of the Exchange Act requires broker-dealers to establish, maintain, and 
enforce procedures designed to prevent the misuse of MNPI.43  Similarly, with respect to 
investment advisers, Section 204A of the Investment Advisers Act of 1940 (“Advisers Act”) 
requires every investment adviser to establish, maintain, and enforce written policies and 
procedures reasonably designed to prevent the misuse of MNPI by investment advisers.44   

Section 15(g) is generally understood to require that there be information barriers 
between different segments of each business, at a minimum where a broker-dealer has a segment 
of its business facing customers.45  Section 15(g) requires broker-dealers not only to implement 
information barriers to prevent the misuse of material nonpublic information, but also to 
regularly review and to vigorously enforce the barriers.46 Section 204A imposes similar 
information barrier requirements on registered investment advisers (“IAs”) as Section 15(g) does 
for broker-dealers – requiring IAs to adopt policies and procedures reasonably designed to 
prevent the misuse of MNPI by the IA and its associated persons.  

MNPI can come from a number of different sources and take different forms within an 
enterprise.  These can include, among others: (i) customer sales and trading information, (ii) 
deal/transaction-sourced information (e.g., from affiliated investment banking activities), (iii) the 
trading and business activities of affiliates, (iv) an employee with dual job responsibilities and 
(v) research provided by third parties.  Regulators have historically taken an expansive view of 
what can give rise to potentially problematic trading based on MNPI, including “side-by-side 
trading”47 and even “self-frontrunning.”48  Thus, even within closely affiliated business 
operations, ensuring that data remains sufficiently private and does not constitute MNPI is  
important for regulatory compliance.  

 
43 15 U.S.C. 78o(g).   “Section 15(g) is a parallel provision to 204A that requires the same of registered broker-
dealers." In re Gintel, Asset Mgmt. Inc., Advisers Act Rel. No. 2079 (Nov. 8, 2002); 15 U.S.C. 78o(g) (formerly 
section 15(f) prior to renumbering in 2010). 
44 15 U.S.C. § 80b-4a. 
45 U.S. General Accounting Office, Report: Clearly Defined “Chinese Wall” Standards Have Been Issued (August 
1991), https://www.gao.gov/assets/ggd-91-115.pdf. 
46 There is no requirement under 15(g) that there be an underlying insider trading violation or other violation of the 
Exchange Act or the rules thereunder.  In re Monness, Crespi, Hardt & Co., Inc., Exchange Act Rel. No. 72886 
(Aug. 20, 2014). 
47 “‘Side-by-side trading’ refers to the trading of securities and related derivative products at the same location, 
though not necessarily by the same specialist.” Exchange Act Release No. 46213, 67 FR 48232, 48234 (SR-Amex-
2002-21) (adopting a limited ability for market makers to engage in side-by-side trading in ETFs because the 
potential for market manipulation is limited). 
48 See e.g., Cboe, Education Circular No. 23 (July 22, 1987) (“. . . if a firm's options trading prior to effecting 
proprietary block transactions was found to have been calculated to take advantage of options participants who were 
unaware of the market impact of the impending proprietary transaction, the Exchange may find that this constituted 
front-running . . .”).  Guidance from the AMEX exchange from 2001 provides the following example of self-
frontrunning: “Believing a stock to be undervalued, a trading desk buys the stock, its call options, and its single 
stock futures. The trader on the desk knows that purchases in one market can be expected to raise the price in the 
related products. Regardless of the timing or sequence of transactions in these various products, these purchases, to 
take advantage of the perceived undervaluation of the security, could constitute an acceptable market strategy. The 
presence of other factors, however, might cause this conduct to be violative activity.”   Exchange Act Release No. 
46849, 67 FR 70788, 70792 (Nov. 26, 2002) (SR-Amex-2001-85). 
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Regarding MNPI provided by third parties, the SEC has brought at least two enforcement 
actions for violations of Section 204A of the Advisers Act and Section 15(g) of the Exchange 
Act in recent years.  In In re Marwood Group Research, LLC, the SEC charged Marwood with 
failure to abide by its own policies and procedures which required employees handling MNPI to 
report the information to the firm’s compliance department.49  Marwood, a broker-dealer and 
political intelligence firm, obtained MNPI from the U.S. Food and Drug Administration and 
other government employees and sold research reports based in part on that information to hedge 
funds and other clients.  According to the SEC, Marwood's policies and procedures were not 
reasonably designed to prevent the misuse of MNPI given: (1) the nature of Marwood's business 
preparing research notes which were then sold to clients who were expected to use the notes to 
inform their trading; (2) Marwood employees' regular interaction with government employees 
who possessed MNPI; and (3) the determination of whether information received from 
government employees constituted MNPI was made by Marwood's line employees rather than its 
Chief Compliance Officer.50  The SEC reaffirmed in this case that if the nature of a broker-dealer 
or investment adviser's business exposes employees to individuals in possession of MNPI on a 
regular basis, a policy that those employees self-evaluate whether information they receive from 
those individuals is in fact MNPI is insufficient to comply with 204A and 15(g).51 
 

In In re Deerfield Management Company, L.P., the SEC charged Deerfield, a registered 
investment adviser, with failure to establish, maintain, and enforce policies and procedures to 
address the risk of employees’ misuse of MNPI obtained from political intelligence research 
firms retained by Deerfield.52  Similar to the Marwood case, Deerfield relied on its employees to 
self-evaluate and self-report potential receipt of MNPI, but failed to implement any procedures to 
ensure that the employees did so.53  Further, Deerfield's policies and procedures regarding 
information obtained from third-party research firms was considerably less robust than its 
policies and procedures for expert networks.54  Deerfield’s policies and procedures specifically 
excluded research firms from this compliance process because Deerfield believed it had been 
provided “a finished product” based on the research firm's “internal expertise and research.”55 
Deerfield's compliance manual indicated that while Deerfield would conduct “diligence” on 
research firms, it would rely upon research firms to police their own conduct.56  Further, 

 
49 In the Matter of Marwood Grp. Research, LLC, Exchange Act Rel. No. 76512 (Nov. 24, 2015), 
https://www.sec.gov/litigation/admin/2015/34-76512.pdf. 
50 Id. 
51 Id. (citing In re Gintel, Asset Mgmt. Inc., Advisers Act Rel. No. 2079 (Nov. 8, 2002); In re Deprince, Race & 
Zollo, Inc., Advisers Act Rel. No. 2035 (June 12, 2002); In re Guy P. Wyserpratte, Advisers Act Rel. No. IA-1943 
(May 2, 2001); In re Certain Market Making Activities on Nasdaq, Exch. Act Rel. No. 40910 (Jan. 11, 1999). 
52 In the Matter of Deerfield Mgmt. Co., L.P., Advisers Act Rel. No. 4749 (Aug. 21, 2017), 
https://www.sec.gov/litigation/admin/2017/ia-4749.pdf. 
53 Id. 
54 Id. Before engaging an expert network, Deerfield conducted a due diligence review of the network's compliance 
controls, and prior to beginning a consultation, required its analyst to provide an oral reminder to the expert not to 
disclose any MNPI. 
55 Id. 
56 Additionally, Deerfield's compliance manual did not explain what these diligence reviews should entail or how 
Deerfield personnel should perform them; nor did Deerfield take any steps to enforce this requirement.  Id. 
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Deerfield’s compliance manual did not explain what these diligence reviews should entail or 
how Deerfield personnel should perform them; nor did Deerfield take any steps to enforce this 
requirement.57   

 
 These cases demonstrate that merely relying on the policies and procedures of research 
firms or providers of alternative data are not sufficient to ensure compliance with Section 204A 
of the Advisers Act and Section 15(g) of the Exchange Act.58  Users of data products to inform 
trading and investment decisions should therefore undertake additional steps and diligence to 
ensure there is no misuse of MNPI.   

These concerns remain a top priority for the SEC.  On April 26, 2022, the SEC’s Division 
of Examinations staff issued a Risk Alert entitled “Investment Adviser MNPI Compliance 
Issues,” in which the SEC staff highlighted their observations that many investment advisers “did 
not appear to adopt or implement reasonably designed written policies and procedures to address 
the potential risk of receipt and use of MNPI through alternative data sources.”59  In particular, 
the SEC staff noted that advisers did not appear to: (i) adequately memorialize diligence 
processes; (ii) have policies and procedures regarding the assessment of the terms, conditions, or 
legal obligations related to the collection or provision of the data, including when “red flags” 
regarding the sources of the data become evident; and (iii) consistently implement policies and 
procedures.60 

C. Privacy of Consumer Data – Gramm-Leach-Bliley Act and Regulation S-P  

Regulation S-P (“Privacy of Consumer Financial Information and Safeguarding Personal 
Information”) is the rule adopted by the SEC to implement the privacy rules promulgated by 
Congress under Section 504 of the Gramm-Leach-Bliley Act.  Regulation S-P, adopted by the 
SEC in 2000, requires customer data safeguards and privacy notices for investment advisers, 
broker-dealers, and investment companies.61    

Under Regulation S-P, firms are required to protect consumers’ nonpublic personal 
information and financial records from unauthorized access or use.62 Firms must have written 
policies describing the data safeguards they have in place, and procedures appropriate to their 
size, complexity, business activities, and risk profile.  The rule also requires firms to provide 
customers with “clear and conspicuous” privacy notices and disclosures (upon customer 

 
57 Id. 
58 15 U.S.C. 78o(g); 15 U.S.C. § 80b-4a.  
59 SEC, Division of Examinations, Investment Adviser MNPI Compliance Issues at 2 (April 26, 2022), 
https://www.sec.gov/files/code-ethics-risk-alert.pdf. 
60 Id. 
61 17 CFR 248.1 et seq. 
62 Specifically, Rule 30(a) of Regulation S-P (the “Safeguards Rule”) mandates that firms must adopt written 
policies and procedures that address administrative, technical, and physical safeguards for the protection of customer 
records and information. These policies and procedures must be reasonably designed to: (1) ensure the security and 
confidentiality of customer records and information; (2) protect against any anticipated threats or hazards to the 
security or integrity of customer records and information; and (3) protect against unauthorized access to or use of 
customer records or information that could result in substantial harm or inconvenience to any customer. 
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relationship initiation and annually thereafter during the continuation of the customer 
relationship) describing the firm’s privacy protection and information-sharing policies.  

Regulation S-P also prohibits broker-dealers from disclosing any “nonpublic personal 
information” about a consumer unless the consumer receives proper notice and a “reasonable 
opportunity” to opt out of having their non-public, personal information disclosed to 
nonaffiliated third parties. “Nonpublic personal information” specifically includes “any list of 
individuals’ names and street addresses that is derived in whole or in part using personally 
identifiable financial information that is not publicly available . . . .”63  

 In April 2019, the SEC’s Division of Examinations (f/k/a Office of Compliance 
Inspections and Exams) issued a risk alert detailing several compliance issues it had observed 
related to Regulation S-P.64  On the heels of this alert, the SEC announced sanctions against  
three separate firms in August 2021 for violations of Regulation S-P totaling $750,000.65  While 
these cases primarily involved unauthorized access to systems that contained customer PII, they 
demonstrate the SEC’s focus on the protection of PII.  Additionally, in January 2022, Chair 
Gensler also announced that he has asked the SEC staff for recommendations about how the rule 
might be modernized and expanded.66  

D. Protection the Confidential Trading Information of Subscribers to Alternative 
Trading Systems under Rule 301(b)(10) of the Exchange Act 

Another area of sensitivity around the use of data arises in the context of alternative 
trading systems (“ATSs”).  ATSs are lightly regulated securities exchanges that must be operated 
by a registered broker-dealer in compliance with Regulation ATS.  Under Regulation ATS, Rule 
301(b)(10) of the Exchange Act requires every ATS to have in place written safeguards and 
procedures to protect subscribers’ confidential trading information and to separate ATS functions 
from other broker-dealer functions, including proprietary and customer trading.67  Rule 
301(b)(10) requires, among other things, that the procedures ensure that access to confidential 
trading information of subscribers is limited to employees that operate the ATS or are 
responsible for its compliance with regulatory requirements. 

Several enforcement actions over the past decade have resulted from improper sharing of 
subscribers’ confidential trading information in contravention of Rule 301(b)(10), including:  

 
63 17 CFR 248.3(t). 
64 SEC, Office of Compliance Inspections and Examinations, Risk Alert, Investment Adviser and Broker-Dealer 
Compliance Issues Related to Regulation S-P – Privacy Notices and Safeguard Policies (April 16, 2019) 
https://www.sec.gov/files/OCIE%20Risk%20Alert%20-%20Regulation%20S-P.pdf.  
65 In the Matter of Cetera Advisor Networks LLC et. al, Exchange Act Release No. 92800 (August 30, 2021), 
https://www.sec.gov/litigation/admin/2021/34-92800.pdf;  In the Matter of Cambridge Investment Research Inc. and 
Cambridge Investment Research Advisors, Inc., Exchange Act Release No. 92806 (August 30, 2021), 
https://www.sec.gov/litigation/admin/2021/34-92806.pdf; In the Matter of KMS Financial Services Inc., Exchange 
Act Release No. 92807 (August 30, 2021), https://www.sec.gov/litigation/admin/2021/34-92807.pdf. 
66 Gary Gensler, Chair, SEC, Cybersecurity and Securities Laws (January 24, 2022), 
https://www.sec.gov/news/speech/gensler-cybersecurity-and-securities-laws-20220124.  
67 See Exchange Act Release No. 83663, 83 FR 38768, 38863-64 (Aug. 7, 2018) (“NMS Stock ATS Adopting 
Release”). 
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● In the Matter of Liquidnet, Inc. – Liquidnet paid a $2 million penalty and settled to 
charges of improperly using subscribers’ confidential trading information in marketing its 
services.68 

● In the Matter of LavaFlow, Inc. – LavaFlow paid $5 million, including a $2.85 million 
penalty, for, among other things, allowing its smart order router operated by its affiliate 
to have knowledge of non-displayed orders in the ATS and make routing decisions based 
on this information.69  

● In the Matter of eBX, LLC – eBX paid $800,000 in penalties in connection with its 
operation of the LeveL ATS by entering into information sharing arrangements that 
allowed eBX’s service provider to remember subscribers’ unexecuted order information 
and to use that information for the service provider’s own benefit.70 
While some of these enforcement actions were the result of deliberate (rather than 

inadvertent) sharing of subscribers’ confidential trading information to effectively facilitate 
front-running of subscribers’ orders, these cases demonstrate the SEC’s persistent concerns 
regarding potential information leakage of sensitive trading information.71   Even where an 
automated function like a smart order router is using confidential ATS subscriber trading data, it 
is possible that there can be a misuse of such data.   

In a similar vein, FINRA has also expressed concerns related to information leakage, 
including outside of the context of ATS trading.  For example, in FINRA’s 2016 exam priorities 
letter, FINRA stated that: 

“One area of long-standing interest to FINRA is firms’ controls to identify, minimize 
and mitigate information leakage within or outside a firm. This type of leakage could 
occur in a variety of different contexts, including inappropriate information leakage 
between different areas of a firm's trading activities, between a firm's trading activities 
and other parts of a firm, and through the front-running of pending rating changes. These 
and other situations raise conflicts of interest concerns that firms should manage with 
targeted controls and that we will examine for in 2016.”72   

Accordingly, regulatory concerns surrounding information leakage should not be understood as 
limited to ATSs.  All broker-dealers need to be increasingly mindful of the data they possess, 
share within or outside of their business, and use to make trading decisions.   

  

 
68 Exchange Act Release No. 72339 (June 6, 2014), https://www.sec.gov/litigation/admin/2014/33-9596.pdf.  
69 Exchange Act Release No. 72673 (July 25, 2014), https://www.sec.gov/litigation/admin/2014/34-72673.pdf  
70 Exchange Act Release No. 67969 (Oct. 3, 2012), http://www.sec.gov/litigation/admin/2012/34-67969.pdf.  
71 See e.g., NMS Stock ATS Adopting Release at 38775 (“Because of overlap between a broker-dealer’s ATS 
operations and its other operations, there is a risk of information leakage of subscribers’ confidential trading 
information to other business units of the broker-dealer operator or its affiliates.”).   
72 FINRA, 2016 Regulatory and Examination Priorities Letter, https://www.sec.gov/litigation/admin/2016/33-
10013.pdf. 
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IV. LeapYear’s Privacy-Enhancing Technology  

As explained in greater detail below, LeapYear’s privacy-enhancing technology uses 
differential privacy to provide that the output of any data analysis does not expose the 
information or activity of the parties represented in the data, such as a client’s identity or trading 
activity.  Employing LeapYear’s privacy-enhancing technology can therefore enable market 
participants to share data and make trading decisions on the basis of that data with greater 
confidence that such use is consistent with regulatory requirements under the federal securities 
laws and contractual obligations to safeguard confidential information.  

A. Background on Differential Privacy  

Differential privacy was first developed in 2006.73 Differential privacy is achieved when 
“the outcome of any analysis is essentially equally likely, independent of whether any individual 
joins, or refrains from joining, the dataset.”74  This is made possible by introducing a carefully 
tuned amount of random noise to the statistics outputted from a given data set.75  In other words, 
whenever a query is made of a data set, the response takes the form of an approximate statistic 
calculated from the true values of the data.  The amount of random noise is calibrated to prevent 
the data of any one contributor from being identified (see figure 1, provided by LeapYear) 

 

 
Figure 1: Conceptual example of differentially private mean calculation, where the query 
algorithm is either perfectly accurate and non-private (e.g., it is vulnerable to differencing 
attacks)76 or sufficiently accurate and private. 

 
73 Cynthia Dwork et. al, Calibrating Noise to Sensitivity in Private Data Analysis, 
https://link.springer.com/chapter/10.1007/11681878_14  
74 Cynthia Dwork, Defining Differential Privacy, Institute for Advanced Study (Nov. 12, 2016), 
https://www.youtube.com/watch?v=lg-VhHlztqo.  
75 Differential Privacy Primer, supra n.13, at 229 
76 A differencing attack occurs where one queries a data set in a manner that allows the attacker to isolate an 
individual value by combining multiple aggregate statistics about the data set.  For example, if a data set contains all 
trades by different types of a broker-dealer’s clients, the query of the data set might ask for all trades by hedge 
funds.  If it can be determined that the broker-dealer has, e.g., only one hedge fund client, the data set would then 
reveal the trades of that hedge fund. 
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For example, consider a broker-dealer that wishes to improve the granularity of the a 

transaction flow data product that it provides to clients that consists of aggregate execution data 
among all clients in a particular industry.  Assume that rather than merely publishing industry-
level aggregations of client executions, the broker-dealer would now like to publish aggregate 
execution information at the level of individual securities.  Without differential privacy, this 
sharing of flow data creates a risk of reverse-engineering of one or more client’s trading 
strategies.  An adversarial Client A seeking to learn the trading activity of Client X may be able 
to infer Client X’s contribution to the aggregated dataset by using other sources of data.  For 
instance, if Client A knows that Client X is also a client of the broker-dealer (and therefore 
included in the data set), Client A may be able to use quarterly public reports of beneficial 
ownership (generally requiring public disclosure of 5% or greater beneficial ownership of a class 
of exchange-listed voting equity securities) to identify certain attributes of Client X’s trading 
strategy.77  A differentially private system would prevent Client A from making confident 
inferences about Client X’s trading activity by adding noise that is calibrated to the nature of the 
data.  On days when all clients make similar trades, virtually no noise may be needed to achieve 
differential privacy—the inclusion or exclusion of any one client would not change the result of 
any statistical analysis performed on the data.  However, on a day where Client X’s trading 
activity makes up 95% of the dataset in a particular security, significant noise would be added to 
protect client confidentiality.  

 
Importantly, differential privacy is “not a single tool, but rather a criterion, 

which many tools for analyzing sensitive personal information have been devised to satisfy.”78  
The promise of differential privacy techniques is “a mathematically provable guarantee of 
privacy protection against a wide range of privacy attacks, defined as attempts to learn private 
information specific to individuals from a data release.”79  These privacy attacks include re-
identification, record linkage, and differencing attacks, but may also include other potential, 
unforeseen attacks.  Of note, some research has indicated that differential privacy may be 
superior to some other cryptographic techniques used to protect privacy in that advances in 
quantum computing may not invalidate or degrade the standard of protection.80   
 
 There is a growing interest in the use of differential privacy by both the Biden 
administration and Congress.  The Biden administration announced on December 8, 2021 that 
the U.S. Census Bureau will collaborate with other U.S. federal agencies and the United Nations 
to build “a platform that will enable secure multi-party computation, encryption technologies and 
differential privacy to promote better data sharing both domestically and abroad.”81  The U.S. 

 
77 See 15 U.S.C 78m. 
78 Id. at 212. 
79 Id. 
80 See e.g.,  Lukas Malina et. al., Post-Quantum Era Privacy Protection for Intelligent Infrastructures, IEEE Access, 
vol. 9, pp. 36038-36077, 2021, https://ieeexplore.ieee.org/document/9363165. 
81 White House Press Release, Fact Sheet: The Biden-Harris Administration is Taking Action to Restore and 
Strengthen American Democracy (December 8, 2021), https://www.whitehouse.gov/briefing-room/statements-
releases/2021/12/08/fact-sheet-the-biden-harris-administration-is-taking-action-to-restore-and-strengthen-american-
democracy/.  
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Census Bureau also applied differential privacy techniques to the 2020 U.S. Census82 and in a 
variety of other contexts such as the publication of college graduate income information 
combining data from the U.S. Department of Education and Internal Revenue Service.83  Since 
2020, there have been at least 10 proposed Congressional legislation mentioning the use of 
differential privacy.84  This governmental interest in differential privacy reflect a growing 
scientific consensus around the benefits of using differential privacy. 

 
B. LeapYear’s Privacy-Enhancing Technology in Practice 

As noted, LeapYear’s privacy-enhancing technology employs differential privacy for a 
variety of different data to protect the identity of data contributors and other potentially sensitive 
information that could otherwise be determined from a given data set. LeapYear software 
provides end-to-end control, management, and optimization of privacy-preserving data reporting 
that has been applied extensively within financial services. In the context of securities trading 
specifically, LeapYear’s technology can be used to protect: (i) PII; (ii) MNPI; and (iii) trading 
activity or strategies discernable from a data set.  However, LeapYear’s privacy-enhancing 
technology has been successfully deployed across a number of different industries including 
healthcare, insurance, technology, and payments. LeapYear’s privacy-enhancing technology has 
been independently audited by experts, and LeapYear can demonstrably prove privacy 
enhancements above current methods of data protection.85  LeapYear also offers audit tools allow 
a financial institution’s information governance teams to track client-level privacy risk on a daily 
basis.  Using these audit tools, a financial institution’s administrators can, for example, access a 
log of every query performed on the positions data, the returned value, and the associated risks of 
releasing that value as part of an inventory list.  These logs allow financial institutions to 
determine the overall privacy risk to clients over time and enforce policies if the privacy risk 
exceeds certain specified thresholds. 

   LeapYear’s privacy-enhancing technology offers three primary benefits. First, it can 
strengthen the privacy and confidentiality of potentially sensitive data, thereby helping users 
comply with applicable regulatory requirements (e.g., preventing the misuse of MNPI). Second, 

 
82 U.S. Census Bureau, Statistical Safeguards,  
https://www.census.gov/about/policies/privacy/statistical_safeguards.html (“The 2020 Census will use a powerful 
new privacy protection system known in scientific circles as “differential privacy,” designed specifically for the 
digital age. The Census Bureau is transitioning to this new, state-of-the-art privacy protection system to keep pace 
with emerging threats in today’s digital world.”),   
83 See Andrew Foote et al., Post-Secondary Employment Outcomes (SEO), U.S. Census Bureau (September 22, 
2022), https://lehd.ces.census.gov/doc/PSEOTechnicalDocumentation.pdf.   
84 See Digital Services Oversight and Safety Act of 2022, H.R. 6796, 117th Cong. (2021-2022); Algorithmic 
Accountability Act of 2022, S.3572, 117th Cong. (2022); Algorithmic Accountability Act of 2022, H.R. 6580, 117th 
Cong. (2021-2022); DATA Privacy Act, S.3065, 117th Cong. (2021-2022); DATA Privacy Act, H.R. 5807, 117th 
Cong. (2021-2022); United States Innovation and Competition Act of 2021, S.1260, 117th Cong. (2021); HOPE for 
HOMES Act of 2021, H.R. 3456, 117th Cong. (2021-2022); HOPE for HOMES Act of 2021, S.1768, 117th Cong. 
(2021-2022); Social Media DATA Act, H.R. 3451, 117th Cong. (2021-2022); Advancing American AI Act, S. 1353, 
117th Cong. (2021-2022); Promoting Digital Privacy Technologies Act H.R. 847, 117th Cong. (2021-2022); 
Promoting Digital Privacy Technologies Act, S.224, 117th Cong. (2021-2022);  Promoting Digital Privacy 
Technologies Act, H.R. 847, 117th Cong. (2021-2022).  
85 Please contact LeapYear with respect to independent evaluations and demonstrations. 
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it can facilitate responsible sharing of this data to a variety of market participants, at a more 
granular level of detail than traditional privacy protection techniques allow.  Finally, it provides a 
quantifiable and configurable measure of privacy, allowing distributors of capital markets data to 
select the balance of data privacy and data utility suited for their use case and desired risk profile.  
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V. Conclusion 

As the foregoing discussion demonstrates, there is increased regulatory attention in the 
area of data sharing and usage practices to inform trading decisions.  Traditional methods of 
protecting the privacy of the underlying data are frequently insufficient to fully address privacy 
concerns or are too heavy-handed to keep the data set useful.  The use of differential privacy 
techniques, such as LeapYear’s, can be used to introduce a precisely calibrated amount of noise 
to maximize data utility while minimizing privacy risk, which can in turn enhance users’ ability 
to comply with regulatory requirements related to protecting data privacy, establishing effective 
information barriers, preventing information leakage and trading on the basis of MNPI.  
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APPENDIX 

LeapYear Technology Use Cases  

A few of the common use cases for data sharing in financial markets are described below 
along with an explanation of how LeapYear’s technology can be applied to enhance users’ 
ability to comply with the federal securities laws.   

Use Case 1 - Sales and Trading Data 

Banking institutions (typically involving an affiliated broker-dealer) (“firms”) have access to a 
broad range of transaction information from various different trading desks and business units.  
These may include desks trading proprietarily for the benefit of the firm and desks trading with 
customers in either an agency or principal capacity. Historically, trading activity and risk 
management was highly segmented across business lines, geographies, and asset classes. In 
recent years, as the SEC has noted in a report to Congress, firms have developed a central risk 
book (“CRB”) to aggregate firm-wide risks across desks, regions, and asset classes to maximize 
a firm’s capital while staying within overall risk limits.86  Given the breadth of a global firm’s 
activities, significant quantitative and technological expertise is required to effectively deploy a 
CRB through efficient management of trades, pricing of quotes, current exposures, net capital, 
hedging and other risk management—all under latency sensitive conditions. If successful, a CRB 
can allow firms to provide favorable pricing and liquidity to large-sized client orders.  

Consider a firm managing a CRB that wants to improve internalization and pricing by enhancing 
its ability to predict forthcoming transaction and position data from its numerous internal 
sources.  Solving this prediction problem requires access to as much relevant data as possible, 
including timely and granular datasets on client activity, such as agency transaction data and 
securities lending lists.  While a reduction in the firm’s cost of trading may ultimately benefit 
clients by freeing up additional capital to facilitate client trades, concerns exist among 
investment manager clients of the firm that their trading data could be used to benefit proprietary 
trading activity by the firm.87 A firm that wishes to use agency transaction data for its CRB 
calculations must manage this client sensitivity as well as legal and regulatory considerations 
including: 

1. Section 15(g) of Exchange Act – maintaining information barriers between business 
lines must be in place to prevent the misuse of MNPI taking into consider the nature of 
the broker-dealer’s business.  These policies and procedures must be enforced effectively 
to achieve regulatory compliance and fulfill contractual representations to clients about 
the use of the data.    
 

2. Rule 10b-5 under the Exchange Act – the failure to maintain and enforce effective 
controls to prevent the misuse of MNPI (pursuant to Section 15(g) or otherwise) can 

 
86 See e.g., SEC, Staff Report on Algorithmic Trading in U.S, Capital Markets, at 41-42 (August 5, 2020), 
https://www.sec.gov/files/Algo_Trading_Report_2020.pdf. 
87 See e.g., supra n.11- 12 and accompanying text. 
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result in a violation of Section 10(b) and Rule 10b-5 thereunder to the extent a CRB 
trader trades on the basis of MNPI.88   
 

LeapYear’s privacy-enhancing technology enables analysis of client transaction data while 
mathematically ensuring that the firm’s CRB traders cannot see or reverse-engineer client trades.  
The underlying client transaction data remains fully isolated from CRB traders.  Firm staff that 
are authorized to analyze the data can query client trading data, but all outputs from the 
LeapYear system would be differentially private, and no raw data or exact statistics would be 
released.  The standard of differential privacy (discussed in Section IIII) is designed so that 
analytics produced by CRB traders are not capable of being influenced by any individual client’s 
activity.  Specifically, the outputs of the CRB’s quantitative models are essentially rendered as 
noisy statistics of identical data, regardless of the presence or absence of any individual client’s 
data. Firms using LeapYear can share client transaction data with CRB traders without revealing 
the presence or absence of any one particular client’s data and without allowing the CRB traders 
to reverse engineer any particular client’s trading strategies, thereby enhancing the firm’s ability 
to comply with regulatory requirements (e.g., Rule 10b-5 and 15(g) of the Exchange Act). For 
example, firms would be much better positioned to rebut a claim of any misuse of MNPI if the 
data to which they have access can be shown to not include the MNPI of any individual client.  It 
would also support strong relationships with clients who could be more definitively assured 
(even through client validation) that their transaction data is not being misused by the firm, 
which can in turn drive further business to the firm among clients concerned about data privacy.  
In short, firms that employ differential privacy can share client transaction data with greater 
comfort, which in turn can allow the firm to more effectively manage the CRB and maximize its 
liquidity provision to clients.  

 
88 Many firms also adopted policies and procedures, as well as conduct periodic training of employees, specific to 
the prohibition against trading on the basis of MNPI separate and apart from firms obligations under Section 15(g) 
of the Exchange Act.  The information barriers required under Section 15(g) apply only to broker-dealers while the 
prohibitions against trading based on MNPI under Section 10(b) of the Exchange Act and Rule 10b-5 thereunder 
apply to any person. 
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Use Case 2 – Securities Financing 

Prime brokers offer incentivized financing opportunities (also known as “axe lists” or “axes”) for 
specific securities to their institutional clients for the purpose of optimizing the prime broker’s 
trading and lending activities, strengthening client relationships, and increasing overall 
profitability.  Clients of a prime broker typically use their prime brokers as both a lender of 
securities as well as the custodian of their securities.  Prime brokers with custody over a client’s 
securities in turn lend those securities to other clients.  Thus, prime brokers realize greater profits 
by lending as much of their book as possible.  Prime brokers increase their market share and their 
securities available for lending by maximizing the number of clients that custody their securities 
with them. Clients benefit from this relationship through lower costs of borrowing and access to 
more securities available from the prime broker, which in turn drives greater efficiency in 
carrying out their trading strategies. 

Because axes are derived from client positions custodied with the prime broker and are released 
on a routine basis (e.g., daily), there are privacy risks to clients that must be managed. For 
example, securities appearing on a prime broker’s axe lists that are thinly traded pose a higher 
risk of inadvertent exposure of a client’s position or strategy.  To address this risk, a prime 
broker may suppress an otherwise lendable position in a thinly traded security from its axe list or 
truncate the quantity available.  Notably, prime brokers have a clear incentive to make their axe 
list as complete and accurate as possible, as these less liquid securities also garner higher spreads 
and offer less common financing opportunities to clients. 

Privacy protection approaches that suppress or truncate available quantities suffer from a number 
of limitations.  First, they limit the inventory available for financing. Second, while these 
approaches can protect against specific instances of information leakage, they prevent prime 
broker’s satisfy clients’ demand for comprehensive axe lists.  Finally, they do not address the 
issue of an adversarial client using an axe list as an information product to uncover the trading 
strategies of other clients of that prime broker clients and/or the market more broadly.  

LeapYear’s privacy-enhancing technology offers prime brokers a methodology to create privacy-
protected axe lists for their institutional clients, with mathematical evidence of client position 
confidentiality.  This quantification of confidentiality is tracked in terms of the information 
theoretic principles of differential privacy and also by privacy metrics relevant to inventory 
reporting, such as the likelihood that inventory outputs are correlated with client-level activity.  
The axe lists disseminated by a prime broker using LeapYear’s technology would display 
securities available for lending without revealing the presence or absence of the positions of any 
given prime brokerage client, thereby preventing potential information leakage of client positions 
through axe lists and the ability to reverse engineer a client’s trading strategy. 
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Use Case 3 – Research Products with Internal or Affiliate Data 

Financial institutions (which may include banks with affiliated broker-dealers and/or investment 
management arms) hold a variety of datasets, including institutional securities transaction data of 
clients, consumer credit card data, mortgage data, commercial loans, and corporate payments. 
These data is a highly informative source of market color, and tends to be of significant value to 
institutional (buy-side) firms who are willing to pay a premium for access to these research 
products.  

For example, consider a financial institution that wants to distribute an information product to its 
institutional clients using data from its credit card division—specifically, transaction-level 
payments activity.  This type of information product can provide substantially greater directional 
signals (e.g., regarding consumer spending) than many other high-level industry aggregations 
provided to the market or on a more timely basis rather than waiting for quarterly earnings 
reports.  

Key regulatory and commercial considerations for the financial institution include: 

1. Rule 10b-5 under the Exchange Act– As demonstrated in SEC v. Huang, nonpublic 
aggregated credit card data can constitute MNPI.89  Where a financial institution provides 
data products that contain MNPI, the users of such data sets are at risk of trading on the 
basis of MNPI.  The financial institution providing such a data product containing MNPI 
could be subject to liability under Rule 10b-5 similar to App Annie – e.g., if the financial 
institution had represented that it would not include MNPI in data products.  A client 
trading on the data sold to it by the financial institution could also face potential liability 
under Rule 10b-5 to the extent that the financial institution has breached a duty of trust 
and confidence to the source of the information (i.e., the merchants or consumers whose 
credit card transactions comprises the data) and the client is aware or should be aware 
that there has been a breach.90 

 
2. Section 204A of the Investment Advisers Act – In addition, if an affiliated registered 

investment adviser of the financial institution (or a client that is a registered investment 
adviser) traded on the basis of a data product containing MNPI, such trading could also 
raise potential liability for failing to comply with the adviser’s obligations to maintain 
and enforce policies and procedures designed to prevent the misuse of MNPI under 
Section 204A of the Advisers Act.91 
 

3. Regulation S-P – To the extent the credit card data contains nonpublic personal or 
financial information regarding individual consumers, the financial institution could be 
liable for having violated Regulation S-P.  

 

 
89 See supra n.41 and accompanying text. 
90 See supra n.33 – 34 and accompanying text. 
91 15 U.S.C. 80b-4a.  To the extent that a broker-dealer is the end client using the data for trading, a similar violation 
under Section 15(g) of the Exchange Act could arise. 15 U.S.C. 78o(g). 
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Banks are also subject to privacy requirements prohibiting sharing of nonpublic personal 
information about consumers with non-affiliated third parties.92  These requirements include the 
Gramm-Leach-Bliley Act of 1999 and implementing Regulation P of the Consumer Financial 
Protection Bureau, which require banks to provide notice of their sharing of nonpublic personal 
information and allow consumers to opt out.93  In addition, the Fair Credit Reporting Act restricts 
the ability to share identifiable consumer information that is used for determining eligibility for 
credit, insurance, employment, and other purposes.94  States have also passed laws that restrict 
banks’ sharing of consumer data.95 Finally, (separate but related to regulatory obligations) 
merchants will want to ensure that the bank does not use their data in a way that could adversely 
affect the merchant (e.g., inadvertently share sales data with competitors). 

LeapYear’s privacy-enhancing technology offers financial institutions a methodology to use 
credit card data to create data products for institutional clients, with mathematical evidence of 
privacy for the underlying credit card data. The credit card data itself can remain fully isolated 
from clients and other divisions of the financial institution. Staff that are authorized to analyze 
the data (e.g., analysts in the research division) can query granular transaction-level data, but all 
outputs from the LeapYear system would be differentially private.  This means that data shared 
would not reveal the presence or absence of any one merchant or consumer’s credit card data, 
thereby reducing the risk that the data would be viewed as constituting MNPI or violating other 
limitations on the sharing of such data.  In turn, the differentially private access provided  by the 
LeapYear system could be leveraged for exploratory data analysis and machine learning in ways 
that may not have been possible with static reporting of industry-level aggregates. 

  

  

 
92 See e.g., FDIC, Privacy Rule Handbook, 
https://www.fdic.gov/regulations/examinations/financialprivacy/handbook/index.html.  
93 15 U.S.C. §§ 6801-6809; 12 C.F.R. pt. 1016. 
94 15 U.S.C. §§ 1681-1681x.   
95 See e.g., California Financial Information Privacy Act, Cal. Financial Code §§ 4050-4060; California Consumer 
Privacy Act of 2018, Cal. Civil Code §§ 1798.100-1798.199.100.   
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Use Case 4 –Research Products with Third Party Data 

Investment managers increasingly rely on third party data to inform trading decisions, a trend 
that began with publicly available market data.  As publicly disseminated market data no longer 
provides a meaningful competitive edge, firms have prioritized the sourcing of novel alternative 
datasets.  Notably, some of the most valuable datasets are often sensitive and subject to 
regulation – these barriers naturally limit the distribution of the data, which is a makes the data 
sets of even greater value to trading firms.  

For distributors of valuable data, sharing that data with investment managers represents both a 
significant opportunity and a potential risk.  As discussed in Section II, the SEC stated that the 
use of alternative data are among its examination priorities in both 2020 and 2021, and in 
September 2021, in a first-of-its kind action, the SEC settled charges against a leading alternative 
data provider for the mobile app industry, App Annie Inc. (“App Annie”), and its former CEO, 
alleging securities fraud under the Securities Exchange Act for engaging in deceptive practices 
and material misrepresentations to its clients.  Specifically, App Annie misrepresented to trading 
firms that data from App Annie’s providers would be aggregated and anonymized before being 
sold. 

In light of the App Annie decision, related cases such as In re: Deerfield Management Company 
L.P,96 and increased SEC scrutiny, all parties involved in the distribution and use of alternative 
data should be sensitive to the potential regulatory risks involved.  In particular, data product 
distributors should carefully scrutinize the data sources to ensure that the data do not contain 
MNPI (as well as any research product created therefrom), and consumers/users of alternative 
data should not rely solely on representations from a data distributor or data source that 
alternative data is free from MNPI.     

A privacy-enhancing technology platform such as LeapYear can help data distributors and users 
enhance their ability to comply with SEC regulations across a number of fronts: 

1. Rule 10b-5 under the Exchange Act – The underlying raw data may consist of MNPI.  
Using traditional data privacy techniques, such as aggregation, can leave the data 
vulnerable to reverse engineering that can reveal the MNPI, creating great potential risk 
of the data product constituting MNPI despite aggregation.  To the extent a data provider 
is providing data products that contain MNPI to others, the data provider risks potential 
liability under Rule 10b-5.  Similarly, a user of data products that contain MNPI and that 
trades on such information could also face liability under Rule 10b-5 to the extent that the 
data provider has breached a duty of trust and confidence to the source of the information 
and the user is aware or should be aware that there has been a breach.97 

2. Section 204A of the Investment Advisers Act – If an end user is a registered investment 
adviser that traded on the basis of a data product containing MNPI, such trading could 
also raise potential liability for failing to comply with the adviser’s obligations to 

 
96 See supra n.52 – 57 and accompanying text. 
97 See supra n.33 – 34 and accompanying text. 
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maintain and enforce policies and procedures designed to prevent the misuse of MNPI 
under Section 204A of the Advisers Act.98 

 
LeapYear’s privacy-enhancing technology offers data providers and data users the ability to 
calibrate the randomization level such that queries to their data return essentially identical noisy 
statistics, regardless of the presence or absence of any individual data subject.  Instead of sharing 
raw data or aggregate data that is potential subject to reverse engineering to reveal MNPI, data 
providers could instead share differentially private statistics generated from the data to reduce 
the likelihood that such data would constitute MNPI or be capable of reverse engineering or 
other attacks that might reveal MNPI.  Data users could similarly use LeapYear’s privacy 
enhancing technology with respect to data products they consume as an additional safeguard 
against a data provider not sufficiently screening out MNPI.  In addition, LeapYear’s privacy 
enhancing-technology provides a quantifiable, auditable, and configurable measure of privacy 
with automated controls to limit access when attempted misuse is detected.   

 
 

 

 
98 15 U.S.C. 80b-4a.   To the extent that a broker-dealer is the end client using the data for trading, a similar 
violation under Section 15(g) of the Exchange Act could arise. 15 U.S.C. 78o(g). 


