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Who should read this handbook?

Why read this handbook?

You lead a line of business or an analytics function at a financial institution. 
You know the sensitive data you hold (your own and your customers’) has 
tremendous value, but you struggle to access or share this data safely.

You’re a Chief Data Officer, and you see the impact monetizing and sharing 
sensitive data sets could have on your business, but you’re unsure where to start. 
And the CEO keeps asking:

Because you know how your organization handles sensitive data now doesn’t 
work. You sense that sensitive data has enormous value, but you’re probably not 
monetizing or only partially monetizing this value. In addition, you suspect the 
typical methods you use (aggregation, anonymization, and statistical disclosure 
rules) trap value behind privacy barriers, which leak. 

In short, the current monetization market needs to adopt a clear, consistent 
standard to monetize (and maximize) the value of sensitive data in a safe, 
privacy-protected way. 

This handbook will:

This handbook is written for a non-technical audience. Please contact LeapYear for a 
more technical perspective. We can dive as deeply as you wish.

Or, you’re the Chief Investment Officer at a buy-side investment firm or hedge 
fund  looking for new sources of alpha from alternative data sets. In that case, this 
guide will help you understand the future of sensitive data.

"We spend all this money gathering data. Why can't 
we get more value from it?"

• Explain why current approaches to monetization trap value, leak privacy, and 
fracture the trust of both customers and regulators. 

• Inspire you to commit to the new standard built on differential privacy, which 
liberates value and keeps you ahead of regulations. 

• Share stories of organizations successfully applying this higher standard of 
differential privacy designed into LeapYear’s software platform. In essence, we 
encourage you to Learn From The Liberators.

• Invite you to Join The Liberation to monetize sensitive data safely using 
LeapYear. 

INTRODucTION
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The manifesto for sensitive data

Here are the top 8 attributes of leaders 
who maximize the value of sensitive data. 
Are you ready to join the liberators?

The problems in managing sensitive data stem from 
the lack of a privacy standard. For computer scientists, 
differential privacy is the best way to quantify the trade-offs 
between privacy and accuracy.

Use differential privacy as the way to reason with 
mathematical rigor about monetizing data and protecting 
privacy.

06. Set the standard

Learn how to liberate the value of sensitive data in a 
privacy-protecting way. 

Join the leaders in securities financing, central risk books, 
and data monetization products, who are unlocking the 
value of their sensitive data.

08. Learn from the liberators

Innovative companies use differential privacy:

• Apple use it to collect data from iOS and macOS 
devices.

• Google applies differential privacy in Google Maps and 
Chrome.

• LinkedIn analyzes trends in job changers with 
differential privacy.

07. Innovate in privacy

MANIFESTO: LIBERATE THE DATA

info@leapyear.io | www.leapyear.io 4

The growth of the alternative data market attracts both 
providers and buyers of alternative data sets. 

Now the SEC is interested too. Along with the action against 
App Annie, the SEC stated that alternative data usage 
practices are priorities.

04. Hear the regulators

05. Share data safely

Leaders want to share data systematically, scalably, 
and safely.

Leaders can collaborate on private data across business 
units, organizations, and jurisdictions without exposing or 
transferring sensitive information.

Leaders put protecting customer privacy at the heart of 
their business and brand. 

They reassure customers by not only meeting customers’ 
expectations for privacy, but exceeding them.

03. Respect customer trust

Leaders understand sensitive data has high value. And 
they’re determined to break down privacy barriers to 
liberate this value.

Leaders race to unlock the value of sensitive data before 
their competitors do.

01. Value sensitive data highly

Traditional tools aren’t good enough for leaders.

Leaders know aggregation hides value, anonymization 
invites attacks, and statistical rules (such as N-K) trap value 
and leak privacy.

02. Know today’s tools don’t work
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What makes data 
sensitive?

Sensitive data is information that creates a legal 
obligation to protect against unauthorized disclosure. 
This obligation may come from GDPR, GLBA, and HIPAA regulations. These regulations protect 
personally identifiable information (PII), protected health information (PHI), and customer 
information. Not protecting this data can lead to compliance breaches and regulatory 
consequences, including fines.

But there’s a broader category of sensitive data too. If such data is misused, it could cause 
significant harm to an organization or individual. Such restricted data include trade secrets, 
trade patterns, securities pricing, and contractual agreements regarding releasing or sharing 
confidential information. Again, not protecting this sensitive data can damage a company’s 
business and reputation. 

LIBERATE THE DATA
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The state of sensitive data
The current approach to managing sensitive data involves various methods applied 
inconsistently. It’s a fragmented landscape with few or no standard practices. This 
has led to trapping the value of sensitive data while leaking privacy. 

The three most popular approaches—rules, anonymization, and aggregation—
demonstrate the problems and illustrate the missed opportunities. 

Many banks take a “business rules” approach. You may call them “5/25,” “3/60,” or 
“10/20” rules. They are called “statistical disclosure limitation” or “N-K” rules. 

Few people know where these rules came from, who decided to use them, and 
why banks continue to use them. As a result, they are more misrules than 
rules. Here’s a tabular summary of how N-K rules compare to LeapYear’s practical 
differential privacy.

Misrules

These misrules lead to an ad hoc approach that doesn’t balance profit and privacy. 
This causes unfortunate consequences:

ELEMENT STATuS QuO: N-K RuLES LEAPYEAR

Decision process
Ad hoc, effective rules 
of thumb. Depends on 
the thumb.

Systematic and 
objective.

Decision philosophy

Unstructured. Results 
in yes-or-no reasoning 
on what data to include 
or exclude.

Reason in an informed 
way about trade-offs 
between value and 
privacy.

Attack threat Open to future attacks. Attack-proof into the 
future.

Privacy protection More hope than 
evidence.

Guaranteed and 
provable.

Design approach Add-on privacy. Designed-in privacy.

• Guesswork and ambiguity in managing privacy, which undermines customer trust.

• Inability to account for privacy—the equivalent of recording revenue without 
booking any costs.

• Inconsistency, so equivalent data sets are managed with different rules.

• New data products without built-in privacy.

THE STATE OF SENSITIVE DATA
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Anonymization won't hide you

An example of anonymization is where PII, such as names 
and account numbers from consumer credit card data, 
are masked.  

Regarding potential information leakage, the risk with 
anonymizing data is that it can often be re-identified, such 
as when data is matched with other available information 
to discover its source. Since the 1990s, privacy and security 
researchers have repeatedly demonstrated that anonymized 
data can often be successfully re-identified via record linkage.

Aggregation masks value

When data is sensitive, you release it in summary form, 
applying business rules for aggregation to protect the private 
contents. But this rules-based privacy destroys value, either 
by omitting essential data points or by aggregating away 
meaningful insights.

In short, aggregation is a blunt tool. Data provided in only its 
most aggregated forms restrains its value.

THE STATE OF SENSITIVE DATA
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Overthrow the status quo

As a result, they miss an opportunity to break out of the status quo, overtake 
competitors, and unlock the total value of sensitive data. 

Of course, you can stay in the status quo. But this means accepting the following 
consequences and costs.

Valuation is the business of finance, but they seem to 
undervalue sensitive data.

Sensitive data has significant business and analytical value. Sharing this 
data safely and expanding data sets boosts this value even further. Do 
you want to miss the opportunity to share sensitive data safely?

Trap value and inhibit sharing 

Current data sharing methods are open to attack by adversarial users. 
Attacks come in several forms.

For example, a re-identification attack occurs when someone can 
link your private data to your public identity. One of the most 
infamous attacks involved the governor of Massachusetts and a 
Ph.D. student.

Leak privacy and allow attacks

Less infamous but frightening for financial institutions are differencing 
attacks. These occur when an analyst queries a data set that allows the 
attacker to isolate an individual value by combining multiple aggregate 
statistics about the data set.

In this re-identification attack, a Ph.D. student, 
Latanya Sweeney, spent $20 on public voter 
records in Massachusetts. This allowed her to 
identify the "anonymized" health records of the 
state's governor.

THE $20 ATTAcK

For example, if a data set contains all trades by different types of broker-
dealer clients, the query might ask for all trades by hedge funds. Then, if 
the analyst works out that the broker-dealer has only one (or a handful) of 
hedge fund clients, the data set can reveal the trades of that hedge fund.

Reducing the risk of attack with status quo methods is very difficult. 
First, you have to make assumptions in advance about the attacker. 

OVERTHROW THE STATuS QuO
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These might include: what they want to learn, how capable they are, 
and what other data they have.

Even if you can make sound assumptions, you still face the risks of 
unknown unknowns and attack vectors you can’t anticipate. 

The status quo methods worry customers and alarm regulators.

Customers expect banks to protect their data. Yet current methods 
provide no proof of protection for clients’ sensitive information, 
which fractures customer trust.

Similarly, the growth in alternative data markets interests both 
providers and buyers of alternative data sets. Now the SEC sees the 
appeal too.

The enforcement action by the SEC against App Annie points to the 
extreme care required when monetizing or sharing sensitive data.

You can read more about this data monetization case study on what not 
to do here.

And the alarms still ring for the regulators. In 2020 and 2021, the 
SEC stated that data usage practices—around alternative data in 
particular—are among its examination priorities.

Fractures trust

OVERTHROW THE STATuS QuO
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Many problems in managing sensitive data stem 
from the lack of a privacy standard. For computer 
scientists, differential privacy is the best way to 
quantify the trade-offs between privacy and accuracy.

Fight for the
new standard

FIgHT FOR THE NEW STANDARD
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Raise the banner for differential privacy

For example, consider an algorithm that analyzes a data set and computes statistics 
about it (such as the data’s mean, variance, median, mode, etc.). 

Such an algorithm is said to be differentially private if, by looking at the output, one 
cannot tell whether an individual’s data was included in the original data set or not. 

In other words, a differentially private algorithm guarantees that its behavior hardly 
changes when a single individual joins or leaves the data set. Anything the algorithm 
might output on a database containing some individual’s information is almost as 
likely to have come from a database without that individual’s information. 

Most notably, this guarantee holds for any individual and any data set. Therefore, 
no matter how unusual any individual’s details are, and irrespective of the details 
of anyone else in the database, the guarantee of differential privacy still holds. 
Furthermore, this guarantees that individual-level information about 
participants in the database is not leaked.

The root cause of the problems in privacy stem from the lack of a privacy standard. 
For computer scientists, differential privacy is the best way to quantify the trade-offs 
between privacy and accuracy.

DEFININg DIFFERENTIAL PRIVAcY

Differential privacy is a rigorous mathematical 
definition of privacy.

Set the standard with differential privacy
Using differential privacy as the standard offers several advantages in managing 
profit and privacy scientifically and actively to:

Decide the trade-offs between profit and privacy. 

Provide a method to measure and account for 
privacy, including a budget that tracks privacy loss 
over a series of queries.

Offer a framework for reasoning about the increased 
risk incurred when adding an individual’s information 
to an analysis.

Reason with mathematical rigor about privacy risk.

FIgHT FOR THE NEW STANDARD
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Liberate with LeapYear

However, LeapYear has built an enterprise-grade 
software platform that makes applying differential 
privacy practical and scalable.

Until recently, putting differential privacy into practice was choppy and inconsistent 
or required Google-sized budgets.

LIBERATE WITH LEAPYEAR
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The benefits of liberation with LeapYear

With a modern, advanced approach to privacy, you can free the total 
value of the sensitive data you hold with fine-grained insights. But, 
simultaneously, you can guarantee that its sensitive contents 
remain safe. 

Free the value 01.

As opposed to laboring to create ad hoc data sharing arrangements 
between hesitant and suspicious organizations with LeapYear you can 
share data systematically, scalably, and safely.

LeapYear facilitates the responsible sharing of this data to a variety of 
market participants at a more granular level of detail than traditional 
privacy protection techniques. You can collaborate on private data 
across business units, organizations, and jurisdictions without 
exposing or transferring sensitive information. 

Share safely02.

With LeapYear, you can provide provable assurance that 
customers’ sensitive data stays safe. This will help differentiate your 
brand through association with the emerging standard for managing 
sensitive information. As a result, your customers will trust you more 
than your competitors.

Reinforce customer trust03.

Applying LeapYear’s differential privacy platform means you’ll be ready 
for adversaries. With traditional tools, it’s impossible to define and 
predict all potential future attacks from adversaries. With differential 
privacy, you don’t need to forecast attack scenarios or ponder 
future threats—you’re protected. 

Resist attackers04.

The right software tool would have made the App Annie case (discussed 
above)  impossible. With LeapYear, the data analyst wouldn’t have 
direct access to the underlying data and hence couldn’t learn 
sensitive information about the underlying data. 

Finally, LeapYear provides a quantifiable, configurable, and auditable 
measure of privacy. This allows distributors of capital markets data to 
select the balance of data privacy and data utility suited for their use 
case and desired risk profile.

All of this will reassure regulators and make compliance easier for 
your institution.

Reassure regulators05.

LIBERATE WITH LEAPYEAR
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Learn from the liberated 
Liberators at work

Here are four snapshots of how LeapYear is helping 
organizations liberate the value of sensitive data in a privacy-
protecting way. 

LEARN FROM THE LIBERATED
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Securities financing

Prime brokers offer their clients securities financing 
services alongside their custodian services. In turn, prime 
brokers with custody over a client’s securities lend those 
securities to other clients. 

The more of their book they can lend, the higher their profits, 
which leads them to offer incentivized financing opportunities 
(also known as “axe lists” or “axes”) for specific securities to 
their institutional clients.  
Clients benefit as well through lower borrowing costs and access to more securities 
available from the prime broker, which drives greater efficiency in carrying out their 
trading strategies.

Because axes derive from client positions held in custody with the prime broker, 
when they are released, they raise privacy risks. Thinly traded securities have the 
highest stakes. A prime broker may suppress an otherwise lendable position in a 
thinly traded security from its axe list or limit the quantity available to address this 
risk.  

Privacy protection approaches that suppress or limit available quantities have flaws. 
First, they reduce the inventory available for financing. Second, although these 
approaches may mitigate some privacy risks, they restrict the prime broker’s ability 
to satisfy clients’ demand for comprehensive axe lists. Finally, they do not address 
the issue of an adversarial client using an axe list to uncover the trading strategies of 
other market participants.

Longer and deeper axe lists

LeapYear’s privacy-enhancing technology offers prime brokers a 
methodology to create privacy-protected axe lists for their institutional 
clients, with mathematical evidence of client position confidentiality.   

With LeapYear, this bank has longer and deeper axe lists with 
reinforced privacy protection to:

Economic outcomes include a $6 to $10 billion increase in the 
notional value of securities available to lend and reducing the 
percentage of securities suppressed from over 50% to less than 4%. 

• Enable the release of information that rules would have suppressed.

• Prove that data releases are private.

• Protect client identity and trades and prevent alpha leakage. 

• Work for thinly traded securities.

• Deliver private data releases with minimal statistical noise.

LEARN FROM THE LIBERATED
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Sales and trading data

Sell-side firms participate in various trading flows across 
different business units and trading desks. Having an 
overall perspective of all this activity can create significant 
value for the firm and its clients. 

Historically, trading activity and risk management have been 
highly segmented across business lines, geographies, and asset 
classes. 
In recent years, firms have developed a central risk book (“CRB”) to aggregate firm-
wide risks across desks, regions, and asset classes to maximize a firm’s capital while 
staying within overall risk limits. Given the breadth of a global firm’s activities, 
significant quantitative and technological expertise is required to deploy a CRB 
through efficient management of trades, pricing of quotes, current exposures, 
net capital, hedging, and other risk management latency-sensitive conditions. 
If successful, a CRB can allow firms to provide favorable pricing and liquidity to large-
sized client orders. 

A CRB can function more effectively if it can predict future transactions and position 
data from its numerous internal sources. Accurate prediction requires access to as 
much relevant data as possible, including client activity, agency transaction data, and 
securities lending lists. Reduction in the firm’s cost of trading may ultimately benefit 
clients by freeing up additional capital to facilitate client trades. However, investment 
managers have concerns that their trading data could benefit proprietary trading 
activity by the firm. A firm that wishes to use agency transaction data for its CRB 
calculations must manage client sensitivity and regulatory considerations.

Reboot the central risk book (CRB)

LeapYear’s privacy-enhancing technology enables the analysis of 
client transaction data while mathematically ensuring that the 
firm’s CRB traders cannot see or reverse-engineer client trades. As 
a result, the underlying client transaction data remains fully isolated 
from CRB traders.  

Firm staff authorized to analyze the data can query client trading data. 
Still, all outputs from the LeapYear system would be differentially 
private, and no raw data or exact statistics would be released. The 
standard of differential privacy means the analytics produced by CRB 
traders are not capable of being influenced by any individual client’s 
activity.  

In short, firms can share differentially private client transaction 
data with greater comfort, which in turn can allow the firm to 
more effectively manage the CRB and will enable the firm to 
maximize the liquidity provided to clients.

LEARN FROM THE LIBERATED
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Research products with internal data

Financial institutions hold a variety of data sets, including 
the trading data of clients, consumer credit card data, 
mortgage information, commercial loans, and corporate 
payments. These data sets can offer insights into market 
color and patterns. Buy-side firms will pay a premium for 
these research products. 

 This information product can provide more precise signals on trends, such as 
consumer spending, than the typical high-level industry aggregations. In addition, 
investors can access this information more quickly than by waiting for quarterly 
earnings reports. 

Finally, credit card merchants want assurance that their bank does not use their data 
in a way that risks affecting the merchant’s business—for example, inadvertently 
sharing sales data with competitors.

For example, take a financial institution that wants to distribute 
an information product to its institutional clients using data 
from its credit card division—specifically, transaction-level 
payment activity.

Monetize sensitive data safely

Read this data monetization case study for a top-five credit card 
issuer here.

LeapYear’s privacy-enhancing technology offers 
financial institutions a robust methodology 
to monetize credit card data and create new 
information products for their institutional 
clients. In addition, LeapYear provides 
mathematical evidence of privacy for the 
underlying credit card data, reinforcing trust with 
consumers and merchants. 

LEARN FROM THE LIBERATED
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Research products with third-party data

In pursuit of a competitive edge, investment managers 
have turned to third-party alternative data. However, the 
most novel and valuable data sets often contain sensitive 
information and are regulated. These barriers block 
sharing this data, which only enhances the value of these 
data sets to trading firms. 

For distributors of valuable data, sharing sensitive data with 
investment managers represents both a substantial opportunity 
and a significant risk.  
Infamously, App Annie misrepresented to trading firms that data from its providers 
would be aggregated and anonymized before being sold. As a result, the shared 
data was unprotected, resulting in fines for the company and the CEO. You can read 
about this case here.

You can avoid becoming another App Annie with LeapYear. 

Design safer data monetization products

LeapYear’s privacy-enhancing technology provides a quantifiable, 
auditable, and configurable measure of privacy. 

Instead of sharing raw or aggregate data that 
could be reverse engineered to reveal sensitive 
data, data-product providers share differentially-
private statistics.  

These statistics are generated from the data but provably reduce the 
likelihood of sharing sensitive information or being subject to reverse-
engineering attacks. Data users can also use LeapYear’s privacy-
enhancing technology for their products, which will safeguard them 
against a data provider not managing sensitive data rigorously.

LEARN FROM THE LIBERATED
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TIM cOOK SAYS

We echo Tim Cook’s strategy at 
Apple. No need for trade-offs. 
You can safely keep sensitive 
data private and secure while 
monetizing its value.

gARTNER AgREES

Don’t risk being left behind 
competitively in the world of 
privacy-enhancing technologies. 
Gartner identifies privacy-
enhancing computation (PEC) as a 
top trend for financial institutions 
in 2022.

“We shouldn’t ask our customers to make 
a trade-off between privacy and security.
We need to offer them the best of both.                                                                                 
Ultimately, protecting someone else’s data 
covers all of us.”

 
– Tim Cook, CEO, Apple.

“Gartner predicts that 60% of large organizations 
will use one or more privacy-enhancing 
computation techniques in analytics, business 
intelligence, or cloud computing by 2025.”

 
– The Top Strategic Technology Trends in Banking and Investment 
Services for 2022

Given rising privacy and data 
protection laws and growing 
consumer concerns, the need for 
technology has turned acute.

Think like a thought leader

THINK LIKE A THOugHT LEADER
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Innovators pick differential privacy

Several of the biggest and most innovative companies in 
the world have embedded differential privacy into their 
operations.

Apple
Apple uses differential privacy to collect data from iOS or macOS end-
user devices. Read more about their approach here. 

Google
Google applies differential privacy in Google Maps. It supports two 
features. First, to quantify how busy public places are during the day. 
Second, to analyze which restaurant’s dishes are the most popular. 
Also, in 2014, Google introduced a differential privacy tool to Chrome 
browsers. It helps Google analyze and draw insights from browser 
usage while preventing the tracing of sensitive information.

LinkedIn
Differential privacy sits behind LinkedIn’s Labor Market Insight data 
product that examines trends in people changing their job on LinkedIn. 
Reports come in three flavors: Who is hiring? What jobs are available? 
What skills are needed?

INNOVATORS PIcK DIFFERENTIAL PRIVAcY 
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Join the Liberation
Sign up to liberate the value of sensitive data.

LEARN MORE
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