
A  L E A P Y E A R  W H I T E  PA P E R

A Broader View
Central Risk Book:



Table of contents

How to get the most from a central risk book 3

The least you need to know about a broader-view CRB 4

How to survive a financial crisis 5

Central risk book: a global perspective 7

Why do you need a broader view? 8

What’s blocking your view? 10

Reinventing the central risk book 12

A case study for a top-10 market maker 13

Give your central risk book the broadest view 14

Appendix: A deeper look at differential privacy 15

Benefits of LeapYear 16

TAbLE of ConTEnTs

info@leapyear.io | www.leapyear.io 2

mailto:info@leapyear.io
https://leapyear.io/


How to get the most from a central risk book

LeapYear wrote this white paper for everybody involved with a central risk book. 
For example, you may manage a CRB or work as a trader, quant, or developer on a 
central risk desk. Or, you may be a professional in compliance, risk, or operations 
and support a central risk book. Or, perhaps you’re thinking about setting up, or 
reinventing, your central risk book. 

In addition, this paper is relevant to central risk desks across all the major market 
centers in North America, Europe, and Asia. It also shows how to share data safely 
across jurisdictions.

You’ll also find a case study, which profiles how LeapYear helped a top-10 market 
maker’s CRB unlock the value of agency flows trading, increase the accuracy of 
trading-flow forecasts, and provide quantified privacy protection for the bank’s 
agency clients.

We encourage you to read the whole white paper to understand the opportunity to 
build a more comprehensive and higher-revenue central risk book. But, if you want a 
fast summary, please read The least you need to know section below. 

This white paper will show you how to improve a central 
risk book (“CRB”) with a more comprehensive view of 
positions, risks, and flows. Specifically, we will show you 
how to see the trading signals in sensitive data while 
protecting privacy and complying with regulations. 

InTRoduCTIon
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The least you need to know about a 
broader-view CRB

New privacy-enhancing technologies begin with a mathematical 
definition of privacy. Differential privacy is the gold standard in 
modern privacy-protection methods. With differential privacy, 
you can liberate the value of sensitive data to broaden the view 
of your CRB.

05.

General static rules-based approaches to protecting sensitive data 
lead to trapping significant value in areas such as agency flows 
and illiquid instruments. With differential-privacy software, you 
can give your central risk book privacy-protected access to the 
sensitive data in these trading flows.

06.

LeapYear can give you the ability to analyze sensitive information 
and derive trading signals, such as agency trades, while reinforcing 
privacy protection. 

07.

Many banks use a rules-based approach to protect the privacy of 
their data. These approaches hide value and don’t provide proof 
of privacy. Using these methods for a central risk desk means 
overlooking valuable trading signals. 

04.

The value of a central risk book has three elements: optimized 
capital, lower trading costs, and reduced risks.

03.

Central risk books with the broadest view of products, positions, 
risks, and forecasts generate the most value.

02.

Banks with a central risk book increased their chances of surviving 
the 2007/8 crisis. Banks that didn’t have one suffered—or collapsed.

01.

Read on to get a broader view of the central risk book.

THE LEAsT You nEEd To knoW
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Before the meltdown, Goldman had built a centralized risk group, which could 
overlay and hedge the positions taken by individual trading desks. 

As a result, the bank had an overall view of its positions and risks 
across its equity, fixed income, currency, and derivatives businesses. 
In addition, this centralized risk group had the authority to assess 
enterprise risks and determine whether to keep, hedge, or liquidate 
positions.

Banks that didn’t have a well-developed CRB concept suffered losses 
or collapse. Casualties included Bear Stearns, Lehman Brothers, and 
Merrill Lynch.

To prevent future crises, U.S. regulators implemented the Volcker Rule, 
which generally prohibits banking entities from engaging in proprietary 
trading or investing in or sponsoring hedge funds or private equity 
funds.

In addition, Basel III, a global banking regulation, brought stricter definitions of Tier 1 
capital and raised risk weightings for assets. Regulators also introduced the idea of a 
globally systemically important bank (GSIB), which defined more onerous regulations 
for the major banks. As a result, the GSIBs were the most likely to establish a CRB. 

The combination of crisis and regulatory activism led banks to centralize their view 
and management of risk. As a result, setting up a central risk desk became essential 
both to satisfy regulators and manage newly-expensive capital.

A central risk book, stripped to essentials, aggregates trading positions and 
risks across geographies, lines of business, and desks.

Several of these exempted activities also migrated to the central risk desk, including:

The 2007-2008 collapse showed why banks need a 
central risk book.

Banks with a central risk book survived unscathed—
Goldman Sachs is the headline example.

But central risk books can do much more. 

Exemptions to the Volcker rule meant banks could 
combine hedging activities with enhancing client service 
(by offering liquidity).

How to survive a financial crisis

• Underwriting and market-making-related activities; 

• Risk-mitigating hedging activities; 

• Trading on behalf of customers.

sET THE sTAndARd
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To illustrate, here’s the mandate for a top-tier global bank for their 
equity-focused CRB:

“The CRB (Central Risk Book) desk 
operates within the core equity trading 
desk and seeks to provide liquidity to 
internal/external clients and manage 
the resulting risk. The goal is to support 
and foster the client franchise while 
maximizing revenue.”

This modern CRB also works to generate alpha for clients:

“The Firm’s equity Sales & Trading 
operations provide liquidity, distribute 
content, and create product solutions 
to help our clients generate alpha.”

sET THE sTAndARd
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Central risk book: a global perspective

For example, the U.K. required the ring-fencing of some retail banking activities into 
separate entities within a group. The ring-fenced retail banks were then prohibited 
from carrying on specified activities, including dealing in investments as a principal.

The need for a CRB with the broadest view is only increasing. Basel IV will raise 
the capital requirements for banks, making a CRB’s capital-reducing effects more 
attractive. These requirements are due for implementation on January 1, 2023. 

Having the ability to analyze data across borders—while complying with regulations 
such as data localization—will maximize the value of a central risk book. 
With LeapYear, data stays in place, and a CRB (or other banking functions) can 
carry out privacy-protected analysis of sensitive data across jurisdictions.

Although market centers outside the U.S., such as 
Australia, Canada, France, Germany, Hong Kong, Japan, 
and the U.K., are not subject to the Volcker Rule, some 
jurisdictions introduced regulations with similar intent. 

sET THE sTAndARd
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Why do you need a broader view?

A CRB with the most comprehensive view of a bank’s 
flows, positions, and risks offers the most benefits. These 
benefits fall into three major categories.

Optimize capital

A bank needs an overall view of its risks to optimize its capital usage. 
Applying capital desk-by-desk can result in over-allocating expensive 
capital to long and short positions, which could offset each other. 

Take, for example, a client asking for a bid on a specific instrument. 
Before using risk capital, the bank needs to understand its existing 
position and, ideally, its forecast positions. If the bank is short (or 
expects to be), then the bank can make a competitive offer to the client.

On the other hand, if the bank is already long in the instrument, it will 
need to assess the total cost of selling the asset and its appetite for 
taking on this risk. 

Having a full-view CRB means increased trade internalization, 
enhanced risk pricing, and competitive execution for clients. These 
factors can free capital, which leads to a larger trading book and the 
opportunity to generate more revenue.

Lower trading costs

To reduce trading costs, a CRB can price risk precisely, which 
translates into better execution for client trades. In addition, 
internalizing more trades requires less capital and avoids funding charges.

For example, before fulfilling a client’s indication of interest, a CRB can 
assess the marginal cost of accepting this new trade. If the CRB has the 
appetite for the new position, it can offer a discounted price. Conversely, 
if the CRB doesn’t want the risk, it can offer a premium price. 

WHY do You nEEd A bRoAdER vIEW?
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A full-view CRB reduces several bank risks, including:

Market risk

Because a CRB can aggregate risk across multiple trading desks, 
enabling robust enterprise risk management, the CRB can decide 
whether to maintain or reduce the bank’s overall market risk. 

Capital and liquidity risk

The risk centralization provided by a CRB allows more efficient use 
of capital, reduces the amount of direct hedging, and helps the bank 
optimize its capital usage. 

Regulatory risk

A CRB using modern privacy-enhancing technologies can provide 
quantitative, provable privacy protection for sensitive data, such as 
agency trading flows. This reduces the perceived regulatory risks.

Operational risk

Rules-based approaches to managing privacy not only trap value, they 
are ad hoc and manually intensive. In turn, this causes complexity, high 
costs, and raises operational risk. A central risk book with automated, 
algorithmically-driven privacy protection reduces operational risk and 
processing costs.

Reduce risks

WHY do You nEEd A bRoAdER vIEW?
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What’s blocking your view?

Typically, a CRB only has a partial view of a bank’s overall 
positions and risks because of fragmented systems, 
privacy concerns, and regulatory worries.

Protecting clients’ privacy and trades is paramount for 
banks. But, simultaneously, a CRB would benefit from 
access to the trading signals from sensitive data sets and 
trading flows.

While status-quo approaches to privacy have helped reconcile these competing 
goals, they leave substantial untapped value behind.

Many banks take a “business rules” approach. You may call them “5/25,” “3/60,” or 
“10/20” rules. They are called “statistical disclosure limitation” or “n/k” rules. Few 
people know where these rules came from, who decided to use them, and why 
banks continue to use them. 

Although n/k rules provide some protection, they have flaws. 

As static rules, they either let sensitive information slip through or implement 
blanket restrictions, which leads to publishing results that are too broad to be 
helpful. Also, they don’t provide formal proof of protecting privacy and data 
confidentiality. 

Modern privacy methods take a different approach to protecting sensitive 
information. Instead of starting with a list of confidential values to preserve 
and applying an ad hoc collection of mechanisms (aggregation, anonymization, 
and delayed release), modern techniques begin with a mathematical definition 
of privacy. The gold standard in modern privacy-protection methods is 
differential privacy, which ensures that any analysis of a confidential data set 
is provably private.

WHAT's bLoCkIng YouR vIEW?

info@leapyear.io | www.leapyear.io 10

mailto:info@leapyear.io
https://leapyear.io/


Here’s a summary comparison of LeapYear to using raw data and rules-based 
approaches to analyzing sensitive data sets and trading flows.

LeapYear’s software platform provides a practical, 
enterprise-grade implementation of differential privacy.

Exposes individual transactions

Compromises client confidentiality

Raw Data
no RuLEs IMPLEMEnTEd

True Data

True Data

True Data

Suppressed Data

Raw, Unprotected Data

Privacy-protected Data

Partially Protected Data

Reduces insights by omitting or truncating 
transactions

Improves client confidentiality

Rules Implemented
n/k RuLEs

Delivers granular analytics without 
compromising privacy

Provides bulletproof client confidentiality

With LeapYear
MATHEMATICALLY PRovEn PRIvACY

For a deeper look at differential privacy, please read the appendix.

WHAT's bLoCkIng YouR vIEW?
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Trade tomorrow, today

Similarly, a central risk book must do more than gather current positions. 
Otherwise, it will severely limit the CRB’s value. 

A broader-view CRB not only understands existing positions and risks, but 
can forecast trading flows and assess their impact on the bank’s future 
risk and capital profile. 

Although a broader-scope CRB maximizes the opportunities to 
internalize trades, offset risks, and provide competitive client execution, 
it does require system integration and hard evidence of privacy 
protection and regulatory compliance.  

More is better

The more positions and risks a CRB can see, the greater its value, which 
means maximizing its scope. A broad-scope CRB has the following 
profile: 

• Global to cover the leading trading centers, so the management of positions and 
risks “follows the sun.” 

• Centralized, although federated CRBs may be needed to accommodate 
restrictions for specific jurisdictions, countries, and legal entities.

• Multi-product to view positions, risk, and flows across asset classes. For example, 
firms typically have CRBs for equities, but there’s also the potential to add fixed 
income and derivatives. Currency markets typically trade quickly with deep 
liquidity, making them less fit for the CRB concept.

Read the case study below to learn how a leading bank worked 
with LeapYear to overcome these obstacles. 

Overcome the obstacles

Typically, reinventing a CRB faces obstacles. The major ones include how to:

• Show the financial value 

• Liberate sensitive data

• Preserve privacy

• Assure regulators

• Address the challenges of fragmented systems

Reinventing the central risk book

REInvEnTIng THE CEnTRAL RIsk book
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A case study for a top-10 market maker

Coarse to granular

The central risk book traders had no or limited access to 
client data, such as agency trading flows. 

Access to such sensitive information was restricted by 
aggregating flows at an industry level using “5/25” rules 
and delaying data release (trade date plus three days).

This rules-based privacy approach was undermining 
value by omitting essential data points, aggregating 
its predictive value, or simply letting the data 
turn stale.

Increased internalization of trades using the central 
risk desk, which improved client pricing and reduced 
trading costs. 

Enables the central risk book traders to forecast 
demand accurately at the security level. 

Provided quantified privacy protection of all client 
information, including identity, trades, and strategies.

The challenge The outcomes

Existing privacy standards (n/k rules 
and delayed release) led to coarse 
aggregation.

The CRB could only see industry-
level data. For example, trading 
flows at the Software (GICS 451030) 
level were visible, but securities-
level views were suppressed.

The LeapYear privacy standard 
supports highly granular access to 
trading flows data. 

Now the CRB has privacy-protected 
view of both Industry (e.g. software) 
and securities (e.g. ADBE, CRM, 
DDOG, NOW, and PLTR).

Before LeapYear

After LeapYear

n/k RuLEs

n/k RuLEs

REInvEnTIng THE CEnTRAL RIsk book
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Three takeaways

The more positions, risks, and flows—current and forecast—a CRB 
can see, the greater its value to the bank and its clients. LeapYear can 
provide a broader and deeper view, so central risk book traders can 
forecast down to the securities level.

Maximize benefits with the broadest view01.

Traditional rules-based privacy approaches lock-up value by over-
aggregating, which smothers trading signals. And they provide no 
formal evidence of privacy protection, which cannot satisfy regulators.  

LeapYear’s software, designed around the mathematical standard of 
differential privacy, provides the key. Your bank can use LeapYear to 
unlock value and provide provable privacy protection.

You have the lock —we make the key02.

Sensitive data hides substantial untapped value for a central risk 
book. Therefore, when broadening the scope of a CRB, start with 
the highly sensitive use cases. 

As a first example, take illiquid instruments, where thin and irregular 
trading makes price discovery challenging. In addition, clients and 
counterparties worry about having their trades and positions revealed. 

As a second example, consider agency trading flows. Again, accessing 
these flows may create the perception of stirring up regulatory risk. 
However, with LeapYear, you can provide quantitative evidence of 
privacy preservation throughout the life of the trade.

Start with the highest-value use cases03.

Give your central risk book the broadest view
LeapYear helps capital markets firms see the signals in sensitive data. Examples 
of use cases include illiquid instruments, flow trading, securities lending, and 
sensitive-data monetization.

LEARn MoRE

gIvE YouR CEnTRAL RIsk book THE bRoAdEsT vIEW.

Ask for a demo of the LeapYear product.

THREE TAkEAWAYs
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Appendix: A deeper look at differential privacy

Many problems in managing sensitive data stem from the lack of a privacy standard. 
For computer scientists, differential privacy is the best way to quantify the trade-offs 
between privacy and accuracy.

The missing standard

For example, consider an algorithm that analyzes a data set and computes statistics 
about it (such as the data’s mean, variance, median, mode, etc.).

Such an algorithm is said to be differentially private if, by looking at the output, one 
cannot tell whether an individual’s data was included in the original data set or not. 
In other words, a differentially private algorithm guarantees that its behavior hardly 
changes when a single individual joins or leaves the data set. Anything the algorithm 
might output on a database containing some individual’s information is almost as 
likely to have come from a database without that individual’s information.

Most notably, this guarantee holds for any individual and any data set. Therefore, 
no matter how unusual any individual’s details are, and irrespective of the details 
of anyone else in the database, the guarantee of differential privacy still holds. 
Furthermore, this guarantees that individual-level information about participants in 
the database isn’t leaked.

A rigorous definition of privacy

Until recently, putting differential privacy into practice was choppy and inconsistent 
or required Google-sized budgets.

However, LeapYear has built an enterprise-grade software platform that 
makes applying differential privacy practical and scalable.

How to liberate the value of sensitive data

Using differential privacy as the standard offers several advantages in managing 
profit and privacy quantitatively and actively to:

Set a new standard

• Decide the trade-offs between value and privacy.

• Provide a method to measure and account for privacy, including a budget that 
tracks privacy loss over a series of queries.

• Offer a framework for reasoning about the increased risk incurred when adding 
an individual’s information to an analysis. Differential privacy gives you a way to 
reason with mathematical rigor about privacy risk.

APPEndIx
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Free sensitive-data value01.

With a modern, advanced approach to privacy, you can free the 
total value of the sensitive data you hold with fine-grained insights. 
But, simultaneously, you can guarantee that its sensitive 
contents remain safe.

Share sensitive information safely02.

Facilitates the responsible sharing of this data to a variety of market 
participants at a more granular level of detail than traditional privacy 
protection techniques. You can collaborate on private data across 
business units, organizations, and jurisdictions without exposing 
or transferring sensitive information.

Reinforce customer trust03.

Provide provable assurance that customers’ sensitive data stays 
safe. This will help differentiate your brand through association with 
the emerging standard for managing sensitive information. As a result, 
your customers will trust you more than your competitors.

Resist attackers04.

Applying LeapYear’s differential privacy platform means you’ll be ready 
for adversaries. With traditional tools, it’s impossible to define and 
predict all potential future attacks from adversaries. With differential 
privacy, you don’t need to forecast attack scenarios or ponder 
future threats—you’re protected.

Reassure regulators05.

LeapYear provides a quantifiable, configurable, and auditable 
measure of privacy. This allows capital markets’ participants to select 
the balance of data privacy and data utility suited for their use case 
and desired risk profile. All of this will reassure regulators and make 
compliance easier for your institution.

Benefits of LeapYear

bEnEfITs of LEAPYEAR
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